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1 General Information

1.1 Document Purpose

The purpose of this document is to provide instructions for using WirelessHART Monitoring Control
System (MCS) and to provide information about the NEXCOM NIO200HAG WirelessHART All-In-

One Gateway as well as instructions on how to configure certain settings.

1.2 Definitions, Acronyms and Abbreviations

The following table lists definitions, acronyms, and abbreviations that are only suitable to this

document.
Term Description

AP Access Point

Csv Comma Separated Values: A method to store data that is separated by
“‘comma” so that it can be easily read and processed by Win32 and Unix
programs

GW Gateway

Hop A hop describes the data being passed from one device to another as a
means to lengthen the transmit distance

MCS Monitoring Control System

NM Network Manager

NIO200HAG NIO 200HAG — NEXCOM WirelessHART All-in-One Gateway
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2 Product Overview

2.1 About the NIO200 HAG Gateway

The NIO200HAG Gateway is industrial wireless-enabled computer designed to enable customers
to deliver market leading wireless solutions. The WirelessHART Monitoring Control System is a
web application that runs on NIO200 HAG Gateway enables users to remotely view and configure
their WirelessHART network. The MCS runs on the NIO200HAG and gives users with proper rights
control over the network, including the means to monitor the topology, set up data transmissions,

and control the processes that take place in the network.

2.2 Logical Interfaces

Interface Description
Serial Port The serial port is used as a kernel console and emergency backup.
TCP The NIO200HAG Gateway accepts the following TCP connections.

» The NIO200HAG Gateway has an http server listening on port 80.
» The NIO200HAG Gateway has an http server listening on port 8080.
» The NIO200HAG Gateway has an https server listening on port 443.
» The MODBUS TCP server is listening on TCP port 502.

UDP The NIO200HAG Gateway utilizes the NTP protocol to synchronize time with
Internet time servers. The UDP port 123 must be open in both directions to allow
time synchronization.

Not all interfaces are guaranteed to be up in all cases. Some might be disabled for specific

NOTE: o
applications.
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3 Hardware Installation

3.1 Power-up NIO200HAG

/ - Prepare DC power source ( 12~48

o VDC) or standard PoE facility such
W ‘\ PoE swtich or PoE injector.
e et - If use external DC power source,

l TN g please carefully check if the polarity

of power cord fits the polarity
-+

drawing in this diagram.
Power pin: DC

PoE port: connect to ]
PoE switch or PoE - When use PoE power source, just

injector plug in the Ethernet cable

input range:
12~48 V

If the power connects correctly, then the “Power LED” will lit accordingly.

3.2 Connect Wi-Fi Antennas

NECOM
-1cya;yoy

Radio 1 antenna for Wi-Fi Mesh connection

ISA100/WirelessHART antenna connector
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4 Getting Started

4.1 NIO200HAG Gateway

The web-based administration is the preferred method to administer/configure the NIO200HAG
Gateway. It requires a web browser and the IP of the NIO200HAG Gateway. The NIO200HAG
Gateway must be connected to the local LAN then powered on, and the IP/mask or the router must

be accessible from the PC where the browser is running.

4.2 Connecting to the NIO200HAG Gateway

The NIO200HAG is pre-configured a static IP address 192.168.1.1 for connection directly to a
computer. In order to communicate with the NIO200HAG, the user must temporarily set the
computer IP address to a static address (192.168.1.100 for example) and may use an Ethernet

cross-over cable to connect the NIO200HAG to the computer.

4.3 Accessing NIO200 Admin website

Once the communication has been established with the NIO200HAG, the user can log in the
NIO200 Admin website to change the network configuration, including its IP address. To the

access this website:
- In browser, open a connection to http://192.168.1.1/ (or the user defined IP Address)

- Admin website requires authentication, the default username and password are root

and admin.
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%) NI0200 - LuCl x

< C' @ Notsecure 192.168.1.16/cc

NEXCOM NIO200

No password set!

There is no password set on this router. Please configure a root password to protect the web interface and enable SSH
Go to password configuration...

Authorization Required

Please enter your username and password
Username root

Password

@ Login @ Reset

Powered by LuCl (git-16.020.59380-63d70da) / Openwrt ChaosCalmer

4.4 Configuring the IP Address

The IP Address can be changed in Network>Interfaces page. The user must click “Save” or “Click

Save and Apply” when done.

&) NI0200 - Interfaces - Lu. %
< C  © 192.168.1.16/cgi-bin/luci//admin/r

NEXCOM NIO200  status ~

No password set!

There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.
Go to password configuration...

Interfaces
Interface Overview

Network Status Actions

LAN Uptime: 9h 35m 39s T - - - cat -~ Dot
( ) MAC-Address: 00:10:F3:35:B5:44 = @ P £4] x]
39 (L5 e
L4 et

-~ RX: 712.57 KB (8730 Pkts.)
TX: 3.06 MB (6703 Pkts.)
IPv4: 192.168.1.16/24
IPv6: fdb2:26bc:7614::1/60

br-lan

] Add new interface

Global network options

IPv6 ULA-Prefix fdb!

Powered by LuCl (git-16.020.59380-63d70da) / Openwrt ChaosCalmer
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4.5 Configuring the NTP settings

The NTP Settings can be changed in System page. The user must click “Save” or “Click Save and Apply”
when done. It is strongly recommended to have access to the Internet in order to allow the NTP client
configured on the HAG to synchronize with external time servers present online. WIRELESSHART
mandates the existence of a master source clock exists in each network. In this implementation this role is

fulfilled by the Network Manager through the NTP application running on the device.

4.6 Monitoring Control System

WIRELESSHART specific network management and configuration takes place into the Monitoring Control

System (MCS). Steps to access the MCS:

Step Action

1. Open the following URL: http://<NIO200HAG_IP>:8080/ replacing <NIO200HAG_IP> with
NIO 200HAG Gateway IP.

Once the address is accessed, the login screen appears, as shown in the Figure 4.

2. Type the following user name and password in the Login fields:
» Username: the username provided.
» Password: use the password provided.

Note: the default username and password are admin and adminadmin.

3. Click the Login button.

__________________________________________________________________________________________________________________|
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[ Monitoring Control Syst: X

& C | ® 192.168.1.16 F t w

Monitoring Control System m . Wirelel-l'l-.nl".

NIO200-HAG Monitoring Control System v2.0.12 NEXCOM® 2016

Figure 1
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5 Home page

Once the credentials are entered and access is granted, the browser will display the Device List by default.

[ Monitoring Control Syst- X

& C  ® 192168.1.16 ie t w

Monitoring Control System m Wireleeeu A “.

Network Devices
Show Devices Registered only v Reset
Items per page FEIIEA out of total 6 1/1
EUL-64 Addressa Nickname Device Tag Device Role/Model Status Last read
';! 0-18-1E-26-58-SB-A6-A3 0012 Device/N/A FULL_JOIN 2016-12-06 04:19:26
\/ 00-18-1E-F8-7 6-00-01 0001 NEXCOM AP Access Point/WirelessHART Device FULL_JOIN N/A

Nivis WirelessHART v2009

Device/N/A FULL_JOIN N/A

0014 Nivis WirelessHART v2009a 023550 Device/N/A FULL_JOIN N/A

Network Manager/WirelessHART
F980 NEXCOM WHart Manager FULL_JOIN N/A
Network Manager

e 00-18-1€-F9-81-00-00-02  F981 NEXCOM GW Gateway/WirelessHART Gateway ~ FULL_JOIN N/A

* using UTC time

Administration

Figure 2

The user interface consists of two sections:
> The menus on the left, which allow you to navigate through the pages of the website

» The main section, which displays the contents of the selected page
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6 Administration for the Network Devices

The Network section provides information about various network tasks accessed from the Monitoring

Control System Webpage.

—

[ Monitoring Control Syst

C | ® 192.168.1.16

x

Monitoring Control System m WifEIE": ‘.'.JI'I A“IG

Network Devices
EUL64 Address [ | Device Tag ] Search
Show Devices Registered only v Reset
Items per page out of total 6
. . @ wue A6-A3 0012 Device/N/A FULL_JOIN 2016-12-06 04:19:26 ‘&
Configuration
0001 NEXCOM AP Access Point/WirelessHART Device  FULL_JOIN N/A v
.
.
- Nivis WirelessHART v2009 023354  Device/N/A FULL_JOIN N/A s
.l
i 0014 Nivis WirelessHART v2009a 02355D  Device/N/A FULL_JOIN N/A
.
Network Manager/WirelessHART
. Fo80 NEXCOM WHart Manager FULL_JOIN N/A
Network Manager
Statistics = 1-00-00-02  F981 NEXCOM GW Gateway/WirelessHART Gateway  FULL_JOIN N/A >
= System Status * using UTC time

Administration
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6.1 Dashboard

The Dashboard page is a report zone that allows you to monitor reading variations for selected devices.
The Dashboard consists in a series of panes added by the user, which provide a visual representation of

the information published by selected devices on selected channels.

The information is refreshed automatically at regular intervals (10 seconds, 30 seconds, or 1

minute).

= o x
[ Meonitoring Control Syst- X
= C | © 192.168.1.16 pp/d 2
Monitoring Control System m W’re'es : n“.
Network Dashboard
Autorefresh every S

ork Healt 00-1B-1E-26-58-5B-A6-A3 =

NiA ol
NiA g 0

Configuration |
Channel: PrimaryVar 8~

= Ga

-

LastRead: 04:22:15 s
Value 0 4

Statistics

Administration

To delete a device from the dashboard, click X! in the top right corner of the pane. No confirmation

is required for the system to delete the pane.

To add a device to the dashboard, perform the following steps:

1. Click on the Add Device button.
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2. The Device dialog box will open:

Add device to dashboard

Devices: [00-1B-1E-26-58-5B-A6-A3 v |
Channels: IPr\mary‘Var 'J
Min value: | |
Max value: I I
Slot number:
Gauge: ~ 'wﬂi} %

Ok Cancel

Select a Device from the drop-down list.

3. Select the Channel that you wish to monitor from the drop-down list.

4. Type the desired gauge value range for the readings; if the selected values are out of
range, a message on the pane will notify you.

5. Optional, select the Slot number (up to the current slot number); if you do not select a
slot number, the system automatically assigns the next available slot.

6. Select the desired Gauge type.

7. Click OK to add the device to the dashboard.

> You can also add a reading to the dashboard from the Device Details page: in the
NOTE: Information pane, click the Add to dashboard (ATD) icon <. next to a reading.

> Up to 9 devices are supported in the dashboard.

__________________________________________________________________________________________________________________|
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6.2 Topology

The Topology page displays a graphical representation of the current network topology as well as allows

users to view data about contracts and devices.

| [ Monitoring Control Syst: X

€« C  ©® 192.168.1.16 o

Monitoring Control System m’m Wire'ea-all A D

Network Network Topology

ard - |[width |[+] [~ ][ Height |[ + | [Fit | [ Normal | [ Refresh Show: ® Links © Services

Devices [0001 [00-1B-1E-F8-70-06-00-01] | Show all links Show signal quality ¥ Curve lines

Statistics

Administration

When you load the page, the topology graph is generated based on the latest topology information
available. The system continuously updates this information in the background based on notifications
sent by the Network Manager on network topology changes (device registering/leaving the network).
The time of the last topology information update is indicated at the top of the page. To view the latest

topology, press Refresh.

The registered devices are displayed on multiple levels represented as grey bands. The levels are
numbered from 0 to n, where n is a natural number. The level number is indicated in the upper left
corner of a level. The Gateway, the Network Manager, and the Access Point are found on level 0. For
the field devices, the level represents the number of hops from device to Access Point on the clock
source graph. A hop is a term used to describe the data being passed from one device to another as

a means to lengthen the transmit distance.

Communication-wise, field devices are linked directly or via other devices to the Access Point, which

is the central device in the RF network. The Access Point further relays to the Gateway, while the

__________________________________________________________________________________________________________________|
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Network Manager organizes the entire network. The field devices can have various sensors attached:

temperature sensors, humidity sensors, etc.

The devices are identified in the topology by the last four characters of their EUI-64 address. For
easier identification, the Access Point, the Gateway, and the Network Manager are identified with the
abbreviations AP, GW, and NM. The devices are placed within a level in the order of their EUI64
address. They can be moved freely within the range of their level by drag-and-drop to obtain better

legibility of the topology.

In addition, they are represented by suggestive icons and against backgrounds of different colors, to

distinguish their roles:

e Gateway — purple background

e Access Point — light green

¢ Network Manager — dark green

e Field devices - blue

By positioning the cursor over an icon, you can view the tooltip, which includes the following details

for a device:

the EUI-64 address,
o the device role,

e the device tag,

e the manufacturer,

e the model.

The available Topology page elements and viewing options are described in the following paragraphs.

Adjusting Width and Height

__________________________________________________________________________________________________________________|
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You can adjust the size of the topology representation using the buttons |:| and[+| for height and

weight.

You can also adjust the height and weight to the size of the Topology pane by clicking | Fit | | or revert
to the original viewing settings by clicking | Nermal | .

Links

To show the links between devices, check the “Links” option located above the topology graph (This

option is checked by default when the page is loaded).

When the page is loaded for the first time, the Access Point is selected and its links to the devices

and to the Gateway are shown as black lines.

1. To show the links for a particular device, click on that device in the topology graph, or select

the device in the drop-down list located on top of the Topology pane.

2. To view all the other links formed between the network devices, check the Show all links

option. This option is unchecked by default.

3. To view the RSQI signal values next to each link, check the Show signal quality option. For

more information about the signal see section Settings.

Services
To view the services for a selected device:

1. Check the “Services” option located at the top of the topology graph,

2. Choose a device by clicking on it in the topology graph or by selecting it in the Devices drop -

down list located above the graph,

3. In the Services drop-down list you will view the selected device’s inbound and outbound
services with the Network Manager and the Gateway.

__________________________________________________________________________________________________________________|
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a. To view all the inbound services for the selected device, click Inbound in the drop-
down list.

b. To view all the outbound services for the selected device on the graph, click Outbound

in the drop-down list.

c. To view a single service, select it in the list. There are four types of services, which are

represented by differently colored lines:
e Blue — for publish services

e Red - for event services
e Green - for maintenance services

e Black — for block transfer services

The Services legend located in the lower right corner of the Topology page also indicates how

the types of services and links are represented.

Note: A device can have multiple services with the same NM or GW at the same time.

Network Topology

[ Qv ][+ ] [ [reient ][+ ] Show Links ® Services [0: DD-1B-1E-26-58-58-A6-A3 -> GW v
0012 [0D-1B-1E-26-58-56-A6-A3] ¥

Devices [001

Show all links Show signal quality ¥ Curve lines

LEVEL 0

LG

-

LEVEL 1

@ 1 ¢

0011 g 0014

=

Service details: Service legend:

©® T M O
& b £

Service details
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In addition, when you select a service, information about the service parameters will be shown in the

Service details section at the bottom of the page.

The service information includes the following parameters:

e Service ID — the service identifier based on the service owner,

e Application domain — the type of service,

e Source/destination device — the EUI64 address of the source device, and the destination

device respectively,

e SourceFlag — indicates if selected device is the source of the communication,

e SinkFlag - indicates if selected device is the destination of the communication. If both
SourceFlag and SinkFlag are set, indicate a bidirectional communication between selected

device and the destination of service,

e IntermittentFlag - indicates if the service is used for acyclic/intermit communication,

e Period - the frequency for generating packets for cyclic communication (burst messages),

o RoutelD — the ID of the route assigned to the service (each service having one Route ID

assigned by Network Manager,

e Timestamp — the time and date the service was created.

6.3 Devices

The devices page features the list of devices that exist in the network and a search form that enables you

to search devices based on their EUI-64 address, tag and/or state.

__________________________________________________________________________________________________________________|
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Devices

EUI-64 Address [ ] Device Tag [ ] Search
Show Devices lRegﬁtered only v I Reset
Items per page out of total 6 1/1
EUI-64 Addressa Nickname Device Taq Device Role/Model Status Last read
Q 00-1B-1E-26-58-5B-A6-A3 0012 Device/N/A FULL_JOIN 2016-12-06 04:48:14 y
\/ 00-1B-1E-F8-70-06-00-01 0001 NEXCOM AP Access Point/WirelessHART Device FULL_JOIN N/A v
‘;l 00-1B-1E-F8-76-02-33-5A 0011 Nivis WirelessHART v2009 02335A Device/N/A FULL_JOIN N/A y
‘Q 00-1B-1E-F8-76-02-35-50 0014 Nivis WirelessHART v2009a 02355D Device/N/A FULL_JOIN N/A v
Network Manager/WirelessHART
N 00-18-1E-F9-80-00-00-01  F980 NEXCOM WHart Manager FULL_JOIN N/A
Network Manager
'9 )0-1B-1E-F9 00-( 2 F981 NEXCOM GW Gateway/WirelessHART Gateway FULL_JOIN N/A v

* using UTC time

s
0
| U
Noy
3

6.3.1. Search devices
When the device page is loaded, the registered devices are displayed by default.

When the device page is loaded, the registered devices are displayed by default.

1. Search by EUI-64 address

To search a device by its EUI-64 address, type the address in the EUI-64 Address input field and click
Search.

For partial search:

a. Type part of the EUI-64 address in the EUI-64 Address input field

b. Select the desired state from the Show Devices drop -down list and click Search. The

system will

retrieve all the devices whose EUI-64 addresses contain the characters provided by

the user. To delete the search parameters, click Reset.

2. Search by device tag:

A tag is a custom description that you can assign to a device in order to facilitate identification of that
device in the plant. One tag can be assigned to a single device.
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To search for devices based on their tag, type the tag in the Device Tag input field, and click Search.

Note that the tag field is case sensitive.

To delete the search parameters, click Reset.

3. Search by device state only:

To display devices based on their state at a given time, select the desired state from the Show

Devices drop-down list. The device list will update automatically.

You can choose between two states:

o Registered — the device has successfully joined the network and is ready to operate,

e Unregistered — the device has lost connection with its neighbors in the network.

6.3.2. Device List

The Device list shows the network devices in a table, one item per line, with main information about

each logical device:

e EUI-64 address (the MAC address),
e Nickname — the short address,

e Device tag,

e Device role (Gateway, Network Manager, Access Point, Field Router) and model

(manufacturer information),

e Status (“Full Join” for registered devices; “Not Joined” for unregistered devices ), and

o Last Read (the date and time of the last reading from the device) and a link to the Readings

page for the device in question.

In addition, the device list provides a quick link to the Run Commands page for that specific device.
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When you load the page, the registered devices are displayed by default. In order to v iew

unregistered devices, select “Unregistered only” in the Show Devices drop-down list.

The total number of rows in the table is indicated in the top left corner of the table . Here you can set
the number of items to be displayed per page in the table. The default number is 10. Paging controls

in the top right corner of the table also enable you to navigate through the other pages of the table .
6.3.3. Delete a device

In the devices page you have the option of deleting an unregistered device. When you delete a device, it
will be removed from the network and any related data, including previous readings, will be deleted from

the database.

To delete the device, click the icon & located next to the device. The system will require confirmation to

perform the action. Click OK to delete the device or Cancel to abort the action.

6.4 Device Details

In this page you can see all the information available for the selected device and perform device-

specific commands. The page is accessed by clicking on the device EUI-64 address in the device list.

The page is organized into several tabbed panes by types of information and also features a Back

button to allow you to quickly revert to the Devices page.
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6.4.1 Information

The Information pane displays general as well as activity specific information about the device.

When the page is loaded, it shows the latest information available.

Device Details

m Settings Registration Log Neighbors Health Schedule Report Run Commands

Manufacturer: N/A

EUI-64 Address: 00-1B-1E-26-58-5B-A6-A3 : Back
Model: N/A
Nickname: 0012 "
. Revision: 2
Device Tag:
: All Rx: 94
Device Role: Device i
. Generated: 135 DLL Failures: 0
Device Status: FULL_JOIN
i All Tx: 136 NL Failures: 0
Last Read (UTC): 2016-12-06 04:56:46
No ACK: 6 CRC Error: 2
Power Status: 0 .
Terminated: 37 Nonce Lost: 1

Items per page out of total 3

s o Device Variable Classification

PrimaryVar

SecondaryVar

TertiaryVar

The following details are shown in addition to those already indicated in the device list:

> Manufacturer — the name of the device manufacturer,
» Model — the model/type of the device,

> Revision — the radio firmware version,

> Power Status — not available in the current version,

> Data transmission statistics — the number of transmitted/received packages and the

number of failed transmissions/receptions,

> Burst messages — the definition of burst messages that the device will publish to the

Gateway.

Burst messages

Burst messages are used to publish data to applications, in general to the Gateway, which is
the entity providing access to the WirelessHART network and caching the data reported by
devices.
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The information about defined burst messages is displayed in a table with the following related
information:

¢ Name — a user friendly name assigned to the published variable,

e Burst Message — the value can be between 0 and 2, indicating the number of burst message
out of 3 burst messages currently supported by devices,

e Device Variable Slot — the value indicates the position of the variable in the burst packet,

e Device Variable — will have one of the values described in Common Table 34 Device Variable

Code from HCF_Spec-183 specification document,

e Classification — will have one of the values described in Common Table 21 Device Variable

Classification Codes from HCF_Spec-183 specification document,

e Unit Code — will have one of the values described in Common Table 2 Engineering Unit Codes

from HCF_Spec-183 specification document,

e Update Period — the value set through Command 103 at the configuration of burst message ,

e Max Update Period - the value set through Command 103.

The total number of rows in the table is indicated in the top left corner of the table. Here you
can set the number of items to be displayed per page in the table. The default number is 10.
Paging controls in the top right corner of the table also enable you to navigate through the

other pages of the table.

6.4.2 Settings
The settings reflect the current operation of the WIRELESSHART stack on a device.

The type of information displayed in this pane includes neighbor details, routes and graph details:
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Device Details

Information Registration Log Neighbors Health Schedule Report Run Commands

E

EUI-64 Address: 00-18-1E-F8-70-00-04-10 Back
Nickname: 0410
Service Peer Application Domain Is Source Is Sink Is Intermittent Period Route
1 FS81 Publish Yes No No 128000 1
129 FS81 Maintenance Yes Yes No 128000 1
Route Peer Graph Is Source Path Source Path
0 F980 536 No N/A
1 F981 536 No N/A
Graphs Neighbors
Neighbor Graph
0001 382
0001 536
0001 538
0505 536
0509 383
0508 539
Services

The Services section lists all the services for the selected device in a table, with the following
information:

e Service —the service ID,
e Peer — the destination device for the selected device,
e Application Domain — the service type (publish; event; maintenance; block transfer),
e Is Source — indicates whether the selected device is the source of the communication ,
e Is Sink — indicates whether the selected device is the destination of the communication,
e [s Intermittent — indicates whether the communication on the service in question is intermittent
on not,
e Period — the publishing period on the service in question,
¢ Route —indicates the ID of the route of which the selected device is the source.
Routes
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The Routes section lists the routes of which the source is the selected device.

Routes are of two types:

e Graph routes — they are based on graphs, and therefore are a directed list of redundant
communication paths that connect network endpoints,

e Source routes — they are single directed routes between a source and a destination device.
The source route is statically specified in the packet itself.

Routes are listed in a table displaying the following information:

e Route — route identification data; ID’s are given in the order of creation of the routes. For every
device, Route with ID 1 is the default route established between the field device and the
Network Manager, and Route with ID 2 is the default route established between the field

device and the Gateway,

e Peer — the destination device, which is either the Gateway or the Network Manager,
o Graph —the ID of the graph used by the route (only for graph routes) ,

e Is Source Path — indicates whether the route is a source route,
e Source Path — for a source route, it indicates the hops of the selected path (source device,

intermediate device and destination device).

To view the updated device settings, click the Refresh button. The Request Topology, Request
Routes and Source Routes, and Request Services commands will be sent to the Network

Manager. To view the command status, go the Commands Log.

When the command is generated, a message at the top of the screen will indicate that the device
information is refreshing.

Graphs Neighbors
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This section lists the graph-neighbor pairs for the selected device, in a table. For each graph to which

the selected device belongs, the table provides the ID of the graph and the ID’s of the device’s

neighbors on the same graph.

6.4.3 Registration Log

The registration log displays the registration history for the selected device, at different dates and times,

commonly known as timestamps.

Device Details

Information Settings Neighbors Health

Schedule Report

Run Commands

Start Time End Time

[12/5/2016 ] 7 [10] : [s4][Pm Y]

EUI-64 Address: 00-1B-1E-26-58-5B-A6-A3 Back
Nickname: 0012 Device Tag:
Registration Status | All v Search

Delete

I— ] I ]

Items per page out of total 5

Timestamp A
2016-12-06 04:31:45 DELETED
2016-12-06 04:39:26 JOIN_REQ
2016-12-06 04:39:26 AUTHENTICATED
2016-12-06 04:39:26 NET_JOINED

FULL_JOIN

* using UTC time

Use the Search functionality to view the behavior of the device over a specific period time :

e Choose the status you wish to view from the Registration Status drop-down list,

e Optionally, fill in the Start time and the End time fields, and then click Search.

The results are displayed in a table that indicates the timestamp and the device status at that specific

timestamp. A device can have one of the following statuses at a given moment:

e NOT_JOINED - The device is not joined,

¢ JOIN_REQ — The Network Manager received the join request from the device,

e JOIN_FAILED - The device was removed by the Network Manager from the network due to a
timeout,
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e AUTHENTICATED - The Network Key and Network Manager Session were established,

e NET_JOINED - Normal superframes and links were obtained,

e FULL_JOIN — The device is joined and configured and all information about it is available .

The total number of rows in the table is indicated in the top left corner of the table. Here you can set
the number of items to be displayed per page in the table. The default number is 10. Paging controls

in the top right corner of the table also enable you to navigate through the other pages of the table.

6.4.4 Neighbors Health

This pane provides a communication health report about the selected device’s neighbors.

Device Details

Information Settings Registration Log Neighbors Health Schedule Report Run Commands

EUI-64 Address: 00-1B-1E-26-58-5B-A6-A3 Back

Nickname: 0012 Device Tag:

Neighbor I I Search

star Tme [Z572036 | ra[z0): (][ v S E— I |

Items per page out of total 1

Neighbora

00-1B-1E-F8-70-06-00-01 2016-12-06 04:56:20 yes - Excellent (-56)

* using UTC time

The report includes:

¢ Neighbor identification information - the EUI-64 address,

e The timestamp of the report request,

e Flags — this column indicates whether or not the neighbor is a clocksource for the selected

device; the values for this column are “yes” and “no”,
e Communication health information:

o The number of DPDUs transmitted to the neighbor and the number of failed
transmission attempts,
o the number of DPDUs received from the neighbor, and
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e The signal level — the RSL of the neighbor, expressed in dBm.

The following table indicates the RSL thresholds and the associated labels:

RSL Signal Level
-99...-85 Poor signal
-85...-73 Fair signal

-72 ... -60 Good signal
-59...-10 Excellent signal

The total number of rows in the table is indicated in the top left corner of the table. Here you
can set the number of items to be displayed per page in the table. The default number is 10.
Paging controls in the top right corner of the table also enable you to navigate through the
other pages of the table .

6.4.5 Schedule Report

The schedule report pane provides information about time slot and channel allocation for the selected

device.

Superframes and links

The superframes that the device uses for communication are listed in the page along with the

following information:

o Time slots — the size of the superframe, expressed in number of time slots,

e [s Active — indicates whether the superframe is currently active (is being used) or not ,
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e Is handheld - indicates whether the superframe in question is used for communication

between a handheld device and the selected device,

e Links —the number of links allocated on each superframe.

Device Details

Information Settings Registration Log Neighbors Health Schedule Report Run Commands

EUI-64 Address: 00-1B-1E-26-58-5B-A6-A3 Back

Nickname: 0012 Device Tag:

Items per page out of total 4

Superframe ID Time Slots Is Active Is Handheld

Clicking on the number of links will display a new page with link related information for each

individual link allocated on the selected Superframe, as shown in the following screen:

Device Details

Information Settings Registration Log Neighbors Health Run Commands

EUI-64 Address: 00-1B-1E-26-58-58-A6-A3 Back

Nickname: 0012

Superframe ID: 6

Nickname IAI] '—I Link type lAII . 4 Search

Items per page out of total 7

Slot Index Channel Offset

0001 164 5 No Yes No Normal
0011 166 14 Yes No No Normal
0011 287 12 No Yes No Normal
0001 289 5 Yes No No Normal
0001 664 5 Yes No No Normal
0001 764 5 No Yes No Normal
0011 791 12 No Yes No Normal

The following details are shown:

¢ Nickname of the neighbor — the short address of the neighbor or the broadcast address
FFFF:FFFF:FFFF:FFFF (used only for advertisements and receive links),
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e Slot index — the ID of the slot within the superframe,
e Channel offset — the channel offset in the superframe’s underlying hopping pattern,
e Direction — reception or transmission,

e Shared — indicates whether the channel is shared with other devices for communication
purposes,

e Link type, which can be:
o Normal,
o Broadcast,
o Join,

o Discovery.

You can use the search form on the top of the page to sort links based on the nickname of the

neighbor device and the link type.

In addition, in both the Superframes and Links tables you can view the information by the number of
items listed per page. The default number is 10. Paging controls at the bottom of the table enable you

to navigate through the pages of the table.

6.4.6 Run Commands

This pane enables you to perform device-specific commands.

Device Details

Information Settings Registration Log Neighbors Health Schedule Report

EUI-64 Address: 00-1B-1E-26-58-5B-A6-A3

Back
Nickname: 0012 Device Tag:

Command ....ceerennsannsnnnes <select> v

Execute | WH General Command
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To go to a specific command, select it from the Commands drop-down list. After you generate the
command, a message at the bottom of the screen will indicate its status (“Command sent
successfully”’, “Command sent error’). The tracking number of the command is also indicated,

together with a link to the Commands Log, where you can view the results of the command.

Note: Currently only the WirelessHART general command is supported. Other commands may be

added in the future.

6.4.6.1 WH General Command

This set encompasses all the general commands that can be issued on the devices (e.g. 800 - read

service list, 782 - read session list, etc.). To generate the command, follow the steps described below:

1. Select the WH General Commands set from the Command drop -down list;

2. Optionally, select the BypasslOCache value:

e Yes —if you wish to retrieve the response to the command directly from the device ,
¢ No - if you wish to obtain the response from the Gateway cache,

o If you do not select a value, the default value “No” will be considered ,
3. Type the command number in the CommandNo field,

4. For commands that have parameters, type the content of the request in the Command (hex)
field ,

Press Execute. A message at the bottom of the screen will indicate the command status (“Command

LTS

sent successfully”, “Command sent error”). The tracking number of the command is also indicated,

together with a link to Commands Log, where you can view the response.

Device Details

Information i l ion Log ighbors Health Schedule Report

EUI-64 Address: 00-1B-1E-26-58-5B-A6-A3 Back

Nickname: 0012 Device Tag:

Command .......cccceereneenee. | WH General Command |

BypasslOCache [ves |
CommandNo 105
00

Command (hex

Execute Cancel

Command sent successfully.

Tracking no: 193. Go to Commands Log.
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6. Follow the Commands Log link to see the response of the command.

Commands Log

Command
Devies (a0 7] —

Status

Command lm\ v ] Show system generated commands Export

Items per page out of total 1
Tracking
No.

EUI-64 Address Command

00-1B-1E-26-58-5B-A6- WH General Comma 2016-12-06 2016-12-06 006900021FF6FAFAFAFAFAFAFAO00300090003E8

Responded
A3 Command 05:04:35 05:09:10 0006DDD0O00004AS5843060000

* using UTC time

6.5 Network Health

The Network Health page provides a communication health report at network level.

The page consists of two sections containing network summary statistics and device-specific

communication health information.

Network Health

Generated: 19457

Devices Count: - DLL Failures: 33

B All Tx: 59508 .

Join Count: 10 NL Failures: 0
No ACK: 2991

Current Date (UTC): 2016-12-02 04:07:36 B CRC Error: 513
Terminated: 6980

Start Date (UTC): 2016-12-06 05:12:19 Nonce Lost: 176
All Rx: 98375

Show Devices [Registered only v

Items per page out of total 4 1/1

Po DLL
EUI-64 Address Join Count Generated All Tx No ACK Terminated All Rx NL Failure CRC Error
Statu Failure

00-1B-1E-26-58-5B-A6-A3
00-1B-1E-F8-70-06-00-01

00-1B-1E-F8-76-02-33-5A
00-1B-1E-F8-76-02-35-5D

* using UTC time

In the network summary section the following information is indicated:

e Devices Count — the total number of registered devices, including the Access Point,
e Join count — the total number of joins of all the devices in the network,

e Start Date — the date and time the Network Manager application was started,

e Current Date — the present time,

e Transmission and reliability statistics, based on the summary report per device.
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The device communication report section consists in a table displaying the following information for

each device:

e EUI-64 Address — the network address of the device,

e Join Count — the total number of joins per device,

e Power Status — the battery status for the device in question; the power status can have one of

the following values:

. 0 —Nominal,

° 1 — Low,

. 2 — Critically low,

. 3 — Recharging — Low
. 4 — Recharging — High.

Note: In version 1.x of the WirelessHART system, battery operation mode is not supported. All

devices will report 0 - Nominal

o Generated — the number of packets generated by the device,

o All Tx — all the packets transmitted but the selected device (including for routing purposes),
e No ACK - the number of packets that require acknowledgement and which were sent by the

selected device but not acknowledged by the destination device,

¢ Terminated - the number of packets received by this device as a destination device,

¢ All Rx — all the packets received by the selected device (including for routing purposes),

e DLL Failure — the number of Data-Link Layer MIC (Message Integrity Check) failures detected,

e CRC Error — the number of CRC (cyclic redundancy check) errors detected,

e Nonce Lost — the number of Nonce Counter Values not received.
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The total number of rows in the table is indicated in the top left corner of the table. Here you
can set the number of items to be displayed per page in the table. The default number is 10.
Paging controls in the top right corner of the table also enable you to navigate through the
other pages of the table .

6.6 Readings

In this page you can view the readings received from the devices, which are generated either on
demand by Read Value commands or by automatic burst messages. The readings can be filtered by

device, variable name, command number or the device variable code.

Readings

EUL-64 Address | ] CommandNoe [ ] Search
Show Devices [Registered only v Name |:| Device Variable I:l Export

Items per page out of total 3

EUI-64 Address Timestamp

00-1B-1E-26-58-5B-A6-A3 2016-12-06 05:19:20 PrimaryVar

00-1B-1E-26-58-5B-A6-A3 2016-12-06 05:17:54 SecondaryVar

00-1B-1E-26-58-5B-A6-A3 2016-12-06 05:17:35 TertiaryVar

* using UTC time

To search for readings, select a device or fill out the input fields as desired and click Search. The

results are displayed in a table that contains the following information for each reading:

Device EUI-64 address (MAC address of the device that reported the reading),

¢ Timestamp (date and time of the reading),

e Name (the variable name),

e Command No. (the number of the command triggering the reading),

¢ Device Variable (the variable code as per the WirelessHART specification),

e Value (the value received on that particular reading) — shown in engineering values,
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o Classification (the type of variable, e.g. 64 - temperature); please consult the WirelessHART
Common Table No. 21 for a comprehensive list of variables and associated classification

codes ,

e Unit Code (the unit of measurement of the variable in question); please consult the
WirelessHART Common Table No. 2 for a comprehensive list of unit codes and their

descriptions,
¢ Update Period (the frequency configured for data publishing, in seconds),
e Last Update (the timestamp of the last value received in GW),
o Received (the number of packets received by the particular device),

o Missed (the number of packets that did not reach the particular device).

The total number of rows in the table is indicated in the top left corner of the table. Here you can set
the number of items to be displayed per page in the table. The default number is 10. Paging controls

in the top right corner of the table also enable you to navigate through the other pages of the table .

From this page you can also save the search results into a Microsoft Excel CSV file, by

clicking Export.
6.7 Commands Log

In this page you can view all the commands issued on the registered devices in the system. The
commands can be filtered by Device, Command (type), or Command Status (New — command posted
in database, Sent — command sent to device, Responded — device responded successfully to the

command, Failed — command failed to execute).

To search for commands, select the desired device, command, and command status and click
Search. The results will be displayed in a table, as shown in the screen above, with the following

information for each command:

e Tracking Number (internal ID of the command),
o EUI-64 address (MAC address of the command destination device),

e Command (name of the executed command),
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o Parameters (description of the parameters chosen for the command, if applicable),

e Status (current status of the command),

e Posted Time (date and time when the command was generated),

e Response Time (date and time when the command was responded), and

Response (the response for the issued command if the command was responded successfully or the

error reason if the command failed), which can consist of:

o System generated commands:

e ‘success’ or the hex value representing the response payload (if any), in case of
success;

e Error code and reason in case of command failure;

o WH General Command;:

e two bytes representing the command code, followed by one byte representing
the command return code, followed by a hex value representing the response
payload (if any).

Commands Log

Command

Shavias (A v S
Status

Command [All v] ¢ Show system generated commands Export

1tems per page FEJIEA out of total 189

Tracking
- EUI-64 Address Command
193 00-1B-1E-26-58-5B- WH General CommandNo:105 a dod 2016-12-06 2016-12-06 006900021FF6FAFAFAFAFAFAFAO00300090003E8
9 esponde;

AG-A3 Command DataBuffer:00, ... s 05:04:35 05:09:10 0006DDD000004AS5843060000
00-1B-1E-26-58-5B- Auto Detect Burst 2016-12-06 2016-12-06

192 Responded success
AG-A3 Configuration 04:42:05 04:43:06
00-1B-1E-26-58-5B- Subscribe for 2016-12-06 2016-12-06

191 Responded success
AB-A3 Burst Notifications 04:42:05 04:42:05
00-1B-1E-26-58-5B- Auto Detect Burst 2016-12-06 2016-12-06

190 ) Responded success
AG-A3 Configuration 03:05:31 03:06:50
00-1B-1E-26-58-5B- Subscribe for 2016-12-06 2016-12-06

189 Responded success
ABG-A3 Burst Notifications 03:05:31 03:05:31
00-1B-1E-26-58-5B- Auto Detect Burst 2016-12-06 2016-12-06

188 Responded success
AB-A3 Configuration 02:14:19 02:15:21
00-1B-1E-26-58-5B- Subscribe for 2016-12-06 2016-12-06

187 Responded success
AB-A3 Burst Notifications 02:14:19 02:14:19
00-1B-1E-26-58-5B- Auto Detect Burst 2016-12-06 2016-12-06

186 Responded success
AB-A3 Configuration 00:42:25 00:43:21
00-1B-1E-26-58-5B- Subscribe for 2016-12-06 2016-12-06

185 Responded success
AG-A3 Burst Notifications 00:42:25 00:42:25
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Given the large number of commands generated automatically by the system at regular intervals, these
commands are hidden by default. To view them, check the Show system generated commands option in

the Search dialog and click Search.

The total number of rows in the table is indicated in the top left corner of the table. Here you can set the
number of items to be displayed per page in the table. The default number is 10. Paging controls in the top

right corner of the table also enable you to navigate through the other pages of the table.

From this page you can also save the search results into a Microsoft Excel CSV file, by clicking Export.
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6.8 Alerts

The Alerts page enables you to view alarms and events generated by devices.

Alerts consist in application messages that advise or warn the recipient of the presence of an

impending or existing situation of interest.

Alerts
Device Tag | | EUI-64 Address | | Search
Alert Type [Path Down v] Start Time 12/5/2016 2”5 End Time :I E[:l [:] Export
Items per page out of total 3 1/1
Device Tag Nickname EUI-64 Address Alert Time Alert Type PeerAddress/GraphID MIC
Nivis WirelessHART v2009a 02355D 0014 00-1B-1E-F8-76-02-35-5D 2016-12-06 05:19:11 Path Down 00-1B-1E-F8-76-02-33-5A 1
Nivis WirelessHART v2009 02335A 0011 00-1B-1E-F8-76-02-33-5A 2016-12-06 01:49:34 Path Down 00-1B-1E-F8-76-02-35-5D 1
Nivis WirelessHART v2009 02335A 0011 00-1B-1E-F8-76-02-33-5A 2016-12-06 01:04:38 Path Down 00-1B-1E-F8-76-02-35-5D -1079303088

* using UTC time

To search for alerts:

e Select the device, the alert category, priority and type (Class) of alert,

o Optionally, fill in the Start time and the End time fields, and then click
Search. The results are displayed in a table that indicates the following

information:

The device tag,

e The device nickname,

o EUI-64 address — the MAC address of the device generating the alert,
e Alert Time — the date and time when the alert condition was detected,
o Alert Type:

o Path Down — when the device’s path to a neighbor has failed,

o Source Route Failed — when any neighbor is unreachable on a source route, hence

the source route has failed,
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o Graph Route Failed — when communication on any route of the graph has failed (in the

given example, graph ID 303),

o Transport Layer Failed — when there has been a Transports Layer
connection failure in the communication between the selected device and

its peer,

e Peer ID/ Graph ID — the nickname of the neighbor, peer or graph, depending on
the type of alert ,

e MIC —the MIC value of the packet that failed routing on a source route that failed.

You can set the number of records to be displayed per page in the table. The default number is 10.
Paging controls at the bottom of the table allow you to navigate through different pages of the search

results.

From this page you can also save the search results into a Microsoft Excel CSV file, by

clicking Export.
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7 Configuration

IMPORTANT:

NOTE:

The configuration section enables you to view and edit certain settings for the

publishers, alert subscriptions, and Modbus register mapping.

configuration/provisioning of the devices and the network, including connection settings,

This section is intended for users with thorough technical knowledge, and certain

The changes you perform in the settings for each separate entity will also be reflected in the
Advanced Settings page and vice-versa.

7.1 Access Point

configurations require advanced expertise, therefore they should be carefully planned,
as any inconsistencies may render the devices/network inoperative.

The Access Point configuration page consists of 4 sections, as shown is the image below. On hover

over an edit box a tooltip will appear, indicating the allowed format and range for each value.

Access Point

b4
3

Provision/security

EUIB4 .....cccovvmncnnnscnsnasssnsssansseseesenss |00-1B-1E-F8-70-06-00-01
AP Tag cercssnssnssnssassesassenseosssnsssansss |NEXCOM AP

App Join Key ... [00001234000000000000000000000000

Point m t

CI1a L L R ——————————

Logging

Stack Logging level ......cccienieenennnnnns

Under General Settings:

I
NIO200 HAG User Guide

Specify the EUI64 address, the tag and the Network ID. The Network ID is a unique numeric

identifier for the WirelessHART network.
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Note: If you change any of these settings, you must restart the Access Point in order for the new

settings to take effect.

Under Provision/security:

e Specify the Join Key.

Note: If you change this value, you must restart the

Access Point in order for the new setting to take effect.

Under Serial communication, provide the name of the serial port.

Under Logging:

o Select the application and stack logging level. The numbers suggest the degree of detalil

provided in the Access Point logs:
o 1 (ERROR) for error messages only,
o 2 (WARN) for error and warning messages,

o 3 (DEBUG) for error, warning and debug messages.

When you have finished editing the settings, click Save. As mentioned previously, depending on the

settings that you modify, the Access Point may need to be restarted for the changes to take effect.
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7.2 Gateway

The Gateway configuration page consists of 3 sections, as shown is the table below.

Gateway
Gatewny TAQ: siiisssiiisissessssssssiidssniss ["NEXCOM Gw ” |
Cache Read Response Timeout ........ |6O I
Cache Burst Response Timeout ........ |3600 I
App Join Key ...... [00001234000000000000000000000000 I

The Gateway must be restarted for the new settings to take effect

Logging

App Logging level .......cccceeviinnnnnnnnn. 1 2

Stack Logging level .....c.cciceviiinennnnns 1 2

Save Cancel

Under General Settings:
e Specify the tag for the gateway (optional) and the timeout period, in seconds, for cache read

response and cache burst response.

Note: If you change any of these settings, you must restart the Gateway in order for the new settings

to take effect.

Under Provision/security:

e Specify the Join key.

Note: If you change any of these settings, you must restart the Gateway in order for the new settings

to take effect.

Under Logging:

__________________________________________________________________________________________________________________|
NIO200 HAG User Guide Page 45 of 120


http://10.32.0.199/app/gateway.html

e Select the application and stack logging level. The numbers suggest the degree o f detall

provided in the Gateway logs:
o 1 (ERROR) for error messages only,
o 2 (WARN) for error and warning messages,

o 3 (DEBUG) for error, warning and debug messages.

When you have finished editing the settings, click Save. As mentioned above, depending on the
settings that you modify, the Access Point may need to be restarted for the changes to take effect.

7.3 Network Manager

The Network Manager configuration page consists of 3 sections, as shown is the screen capture
below. On hover over an edit box a tooltip will appear, indicating the allowed format and range for

each value.

Network Manager

General Settings

Network Manager Tag |NE)(COM WHart Manager |

*The Network Manager must be restarted for the new settings to take effect.

Operational Settings

Max Device Number (NSD) |100 |
Management Bandwidth (s) |15 |
Gateway Bandwidth (s) |15 I
Join Bandwidth (s) |4 |
Health Reports Period (m) |15 |
Discovery Reports Period (m) |15 |
Keep Alive Period (s) |3c| I
Compatibility Mode On ® off

Dynamic Management Bandwidth Oon ® off

Channel maps

| Add

11 12 13 14 15 16 17 18 19 20 21 22 23 24 25
Default I B I B B

Save | Cancel |
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Under General Settings:

e Specify the tag of the Network Manager.

Note: If you change this setting, you must restart the Network Manager in order for the new setting to

take effect.

Under Operational Settings:

¢ Fill in the bandwidth fields with the desired/appropriate values;

¢ Enable/Disable Compatibility Mode for the old Emerson devices starting with revision 2;

¢ Enable/Disable Dynamic Management Bandwidth for the Network Manager to dynamically

adjust devices bandwidth.

Under Channel maps:

e Enable the desired frequency channels for communication with the network devices for each

Network ID. Click Add for a new Network ID* or ¥ to remove it.
e If you are using more than one Network

ID be sure that each channel is used only by one network.

When you have finished editing the settings, click Save.
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7.4 Device Management

This section enables you to edit network configuration information in the “whart_provisioning.ini”

file for existing devices and to add new devices or access points to the network.

Manage those sections with care, incorrect values may render the devices dysfunctional, or may
cause difficulty to trace malfunctions.

Click Help in the upper right corner of the window to view information and examples of the
accepted data formats in all the sections.

Device Management

Access Point: {<EUI64>, <KEY>[, <EUI64_REDUNDANCY> ][, <NETWORK_ID>]]

EUI64: 8 bytes grouped by 2, represented as hex, separated by minus
|DO~IB-1E-F9-Bl-UD-(}O-DZ, 0000 12 34 00 00 00 00 00 00 00 00 00 00 00 DEl KEY: 16 bytes, represented as h

ex, can be separated by spaces
EUI64_REDUNDANCY: like EUI64

00-1B-1E-F8-70-06-00-01, 00 00 12 34 00 00 00 00 00 00 00 00 00 00 00 00 Examples:

0, COC1C2C3C4C5C6C7CBCICACBCCCDCECF,

C0C1C2C3C4C5C6C7CBCICACBCCCDCECEF,
Save Delete
-FC-00, COC1C2C3C4CSC6CTC8CICACBCCCDCECF, 0001
Gateway, Device: { <EUI64>, <KEY>)

Join Key is ‘® unique per Network per Device | Activate EUI64: 8 bytes grouped by 2, represented as hex, separated by minus

|00 00 12 34 00 00 00 00 00 OO 0O 00 0O OO0 00 00 KEY: 16 bytes, represented as hex, can be separated by spaces

Upload dex'ncesl Choose File | No file chosen | 0C1C2C3C4C5C6C7CBCICACBCCCDCECE

Download devices

Load the new device list into Network Manager Activate

Notes:

1. The EUI-64 address is unique in a network,

2. All the devices in a network must have the Network ID of one of the Access Points.

When adding a device, you have the possibility to select whether the Join Key is unique per network

or per device.
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If the Join Key is unique per network, any device that has the correct key provisioned, regardless of its

network address, will join the network.

If the Join Key differs from device to device, you must enter the correct EUI-64 address and join key
for each device, for the devices to be able to join. Afterwards, click Save to save the data in the
“whart_provisioning.ini” file.

At the end, click Activate, to activate the configuration settings.

7.4.1. Configuring Access Point

To add an Access Point in the network, type its EUI64, security key, and Network ID in an empty edit

box and click Save. The new Access Point will be added to the Access Points list.

To edit an Access Point:

1. Click on the entry that you want to edit in the Access Points list,

2. Edit the security key and/or Network ID, and click Save to save the changes in the

“whart_provisioning.ini” file.

Considering Note 1 above, if you change the EUI64 address of an existing Access Point, the Network

Manager will recognize it as a new entity and will add the new Access Point to the current list.

Considering Notes 2 above, if you edit an Access Point, it will be removed from an existing network
and the devices in that network will be unable to join the network, unless you edit the same

parameters for all the field devices in that network.

To delete an Access Point:

1. Select the desired Access Point in the list and click Delete,

2. You will be asked for confirmation. Click Yes to delete the Access Point or No to abort the

action.

__________________________________________________________________________________________________________________|
NIO200 HAG User Guide Page 49 of 120



When you delete an Access Point the devices in its network will be unable to join until a new Access

Point provisioned with the same security key and Network ID is added to that network.
After you perform any of the above operations, click Activate to load the changes into the Network
Manager. The changes will be visible in the network topology and where applicable in the device list.

7.4.2. Configuring Gateways

To edit the Gateway:

1. Click on the entry that you want to edit in the Gateways list

2. Edit the security key and/or Network ID, and click Save to save the changes in the

“whart_provisioning.ini” file.

After you edit the Gateway section, click Activate to load the changes into the Network Manager. The

changes will be visible in the network topology and where applicable in the device list.

7.4.3. Configuring Devices

Adding devices:

You can add devices either individually, one device at a time, or you can add multiple devices at a
time.

To add a single device in the network type its EUI64, security key, and Network ID in the empty edit

box and click Save. The new device will be added to the Devices list.

To edit a device / multiple devices:

1. Inthe device list, click on the entry that you want to edit,

2. Edit the security key and/or Network ID,

3. Click Save to save the changes in the“whart_provisioning.ini” file.
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To delete a device / multiple devices:

1. Select the desired entry in the list and click Delete,

2. You will be asked for confirmation. Click Yes to delete the device(s) or No to abort the action.

After you perform any of the above operations, click Activate to load the changes into the Network

Manager. The changes will be visible in the network topology and where applicable in the device list.

Loading a List of Devices:

You can add multiple devices at the same time by importing them from a file. The file will contain a list

of devices with the <EUI64>, <Key>, and <NetworklD> when appropriate, comma separated values.

To load a list:

1. Click on Browse to locate the text file that you wish to load, and click Upload,

2. Click Activate, to load the new device list into the Network Manager. The current

“whart_provisioning.ini” file will be overwritten and all previous settings will be lost.

Exporting the Settings

This page also enables you to export the configuration settings, by clicking Save in the “Manage

device list” section.
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7.5 Monitoring Host

This section enables you to configure burst messages (data publishing from devices to Gateway
and visualization in MCS web interface). The configuration settings are stored in the

“Monitor_Host Publishers.conf” file.

By default, the system will automatically discover the settings for burst messages for devices
joined to the network, provided that such information was not manually entered in
Monitor_Host_Publishers.conf” file or a discovery process was not ran previously, filing the

appropriate settings in the file.

Click Help in the upper right corner of the window to view information and examples of the
accepted data formats in all the sections.

Burst Messages Format:

Monitoring Control System m

Network Monitoring Host

EUI64: 8 bytes gr
COMMAND NUMBER
BURST MESSAGE

UPDATE PERIOD: int
MAXIMUM UPDATE

SUBDEVICE MAC: 8
ard Burst Messages

Variable Format:
i 00-1B-1E-F8-70-00-44-0 , 8, 3600 . .
00-1B-1E-F8-70-00-4 8, 3600
_— 00-1B-1E-F8-70-00-4: 8, 3600 DEVICE VARIABLE
—— 00-1B-1E-F8-70-00-4: 8, 3600 X
18 00-18-1E- 8, 3600 O e
ands Log 00-1B-1E-F8-7 8, 3600 BURST MESSAGE: ir 55]
K 00-1B-1E-26- + 8, 3600 DEVICE VARIABLE CODE:
® Alerts 00-1B-1E-26-58-5B-A6-A3, 9, 1, 16, 60
00-1B-1E-26-58-5B-A6-A3, 9, 2, 32, 60 SERIES DRTRES S SkIng (I
00-1B-1E-F8-76-02-33-66, 1, 0, 60, 60 DEVICE VARIABLE SLOT: integ

DEVICE VARIABLE CLASIFICATIC
[00-1B-1€-F8-76-02-33-68, 1, 0, 60, 60 l .

UNITS CODE: integer in
Variables [Trigger Format:

COMMAND NUMBER g
= BURST MESSAGE: index of the bur
1, ¢ h. |

[ l Change | \L, BURST TRIGGER MODE SELECTION:

Risin

i e 1-W lling, 4-On
Statistics [0, [0, 250, 250, 0.000000 |[Del]| DEVICE VARIABLE CLASIFICATION: nge
UNITS CODE: integer in range [0-255]
Save Delete TRIGGER LEVEL: float trigger v
Close

Administration

7.6.1. Burst Messages

To add a burst message definition:

1. In the empty edit box, type the parameters of a burst message definition from a particular
device, following the order and format indicated in the Help form: EUI64 address, the number

of command of which response will be published through the burst message, the index of the
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burst message, the update period and maximum update period in 1/32 ms not exceed 3600s

as configured through command 103,

2. Click Save. The burst message definition will be added to the list and the changes will be

saved in the Monitoring Host configuration file,

3. Add the variables to be published, by following the steps described under 7.3.5.2 Variables,

4. Add the burst trigger, by following the steps described under 7.3.5.3 Triggers.

You can also add a burst message based on an existing one:

1. Click on a burst message in the list,

2. In the edit box, change the EUI64 and burst message index into that of the new burst
message,

3. Change other parameters, if applicable,

4. Click Save. The burst message will be added to the list; the variables and triggers of the
original burst message are preserved in the newly added burst message.

To edit a burst message:

1. Inthe burst message list, click on the entry that you want to edit,
2. Edit the desired parameters and click Save. The changes will be stored in the

Monitor_Host_Publishers.conf” file.

To delete a burst message:

1. Select a burst message in the list and click Delete,

2. You will be asked for confirmation. Click Yes to delete the burst message or Cancel to abort
the action.

After you perform any of the above operations, click Activate to load the changes into the Monitoring
Host.

7.6.2. Variables
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This section enables you to configure the Device Variables being published through the burst

message. We will be calling these Variables for simplicity.

To add a Variable to a burst message definition:

1. In an empty edit box, type the variable parameters in the order and format indicated in the
Help form: the device variable code (see Common Table 34 and device family codes), the
name on the v ariable to be displayed in the Readings page, the slot of device variable (value
in 0-7 range: 0-3 for command 33 and 0-7 for command 9), the device variable classification
(see Common Table 21 and Command 104; required for commands 3 and 33), the units code

(see Common Table 2 and Command 4; required for commands 3, 9 and 33),

The command number and burst message index are the same as those used in the burst

message definition and are not editable in the interface.

2. Click Save. The variable will be added to the variables list for that specific burst message and

the changes will be saved in the Monitoring Host configuration file.

To edit a variable:

1. Inthe variables list, click on the entry that you want to edit

2. Edit the desired parameters and click Save. The changes will be stored in the

Monitor_Host_Publishers.conf” file

To delete a variable:

1. Select a variable in the list and click Delete.

2. You will be asked for confirmation. Click Yes to delete the variable or Cancel to abort the

action.

After you perform any of the above operations, click Activate to load the changes into the Monitoring
Host.
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7.6.3. Triggers

This section is optional and enables you to configure the trigger of a burst message. To add a Trigger
to a burst message definition:

1. In an empty edit box, type the trigger parameters in the order and format indicated in the Help
form: the burst trigger mode selection, having one of the values: Continuous, Window, Rising,
Falling, On-Change (see Cmd 104, Common Table 33), the device variable classification (see
Common Table 21 and Cmd 104), the units code (see Common Table 2 and Cmd 4), the
trigger level (float value). The command number and burst message index are the same as

those used in the burst message definition and are not editable in the interface,

2. Click Save. The trigger will be added for the selected burst message and changes will be

saved in the Monitoring Host configuration file.

To edit a trigger:

1. Inthe trigger edit box, edit the desired parameters and click Save. The changes will be stored
in the

Monitor_Host_Publishers.conf” file.

To delete a variable:

1. Click Delete button near the trigger edit box,

2. You will be asked for confirmation. Click Yes to delete the trigger or Cancel to abort the action.

After you perform any of the above operations, click Activate to load the changes into the Monitoring
Host.

Loading a List of Burst Message Definitions

You can add multiple burst message definitions from different devices at the same time by importing
them from a file. The file will contain the list of devices and their burst message definitions, with the
associated parameters respectively expressed as comma separated values.
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To load a list:

1. Click on Browse to locate the text file that you wish to load, and click Upload,

2. Click Activate, to load the new burst messages list into the Monitoring Host. The current

Monitor_Host_Publishers.conf” file will be overwritten.

Exporting the Burst Message Definitions:

This page also enables you to export the publisher list (including channels), by clicking Download in
the “Manage burst messages list” section.

7.6 MODBUS

This section enables you to map WIRELESSHART attributes to Modbus registers.

Click Help in the upper right corner of the window to view information and examples of the

accepted data formats in all the sections.

[ Monitoring Control Syst- X

<« C | ® 192.168.1.16 t b4 4

Monitoring Control System m Wire’ertl. N “.

INPUT/HOLDING REGISTER:

ormatl:
Network MODBUS Server BURST =
- ashboard L E
. o
. 0,3,001B1EF981000002,device_variable,9,245,0 WORD COUN

3,3,001B1EF981000002,device_variable,9,246,0 EUI64: 8 byte
6,3,001B1EF981000002,device_variable,33,245,0 RECIRTER T .
9,3,001B1EF981000002,device_variable,33,246,0

48,2,001B1EF870004403, device_variable,9,245,2 BURST MESSAGE: integer. 010453
50,2,001B1EF870004403,device_variable,9,246,2 DEVICE VARIABLE CODE: integer in [0-255]
52,2,001B1EF870004403, device_variable,33,245,2 g X
54,2,001B1EF870004403, device_variable,33,246,2 DEVICE STATE: integer in

Configuration [

ormat2: { <START AD

START ADDRESS: ir

Save Delete
WORD COUNT: 5

Holding registers EUI64: 00-1B-1E-F3-81-00-00-02, 00-00-00-00-00-00-00-00 or FF-FF-FF-FF-FF-FF-FF-FF

REGISTER TYPE: gw_info

[Format3: { <START ADDRESS>, <WORD COUNT>, <EUI64 REGISTE
START ADDRESS: ir
WORD COUNT: i

Statistics EUI64: 00-1B-1E FF-FF-FF-FF-FF-FF
REGISTER TYPE: gw_code_word
Close

Administration Save Delste N
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7.6.1. Mapping Registers

The mapping area contains two sections listings the two different groups of registers: Input Registers

and Holding Registers.

The mapping between a register and a device variable is achieved by adding register line in the
appropriate section. Please note that mapping read-only variables to holding registers will not make

the variables themselves writable.

To add a register line:

1. In an empty edit box, type the parameters in the order and format indicated in the Help form:

e start address - decimal integer, between 0 and 65535, representing the start
address of the Modbus register;

e word count - decimal integer, between 1 and 125, representing the number of
16-bit modbus words allocated for this Wireless HART data element;

e EUI-64 - string of 16 hex digits, representing the 8 bytes of a device’s EUI-64
address;

e register type: device variable, gw_info or gw_code word are the three
register types

e supported;
When register type is “device_variable”, the following parameters must be specified:

e the burst message you want to map;
e device variable code;

e device state - decimal integer, 0 and 2 with the following meaning:

o 0 - the Wireless Hart device variable is mapped onto the chunk of
registers, starting from address <start_addr>. The value should be
interpreted as 4 bytes float. Wireless Hart Communication errors (e.g.
device not joined) will make addressing these registers return the
MODBUS exception 0x04 (slave device failure);

o 2 — the Wireless Hart device variable is mapped onto the chunk of
registers, starting from address <start_addr>+1. The value should be
interpreted as 4 bytes float. At address <start_addr> there is a “device
state register” generated by the MODBUS server which reflects the
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state of the Wireless Hart communication. The value should be
interpreted as 16 bit big-endian integer with the following values:

128: Device Joined with fresh data

8: Device NOT joined and no data read so far
20: Device NOT joined but with stale data

24: Device Joined but no data read so far

4: Device Joined but with stale data

When register type is “gw_info”, general gateway information will be exposed to Modbus,

using the following registers:

Register Item exposed Observation

<start_addr> +0 | Number of devices currently | 16bit big-endian integer

connected.

<start_addr> + 1 | Total number of burst messages. | 16bit big-endian integer

<start_addr> + 2 | Versa Router MAC 3 words * 16bit big-endian

unsigned integer

Note: For register type “gw_info” the <word_cnt> must be 5.

When register type is “gw_code_word”, the gateway’s “code word” will be exposed to Modbus. The

“code word” is read-only.

Note: For register type “gw_code_word”, the <word_cnt> should be 16 or less.

The <EUI64> in “gw_info” and “gw_code_word” register lines should identify the WirelessHart
Gateway.

Accepted values: 001B1EF981000002, 0000000000000000, FFFFFFFFFFFFFFFF.

2. Click Save to add the new register line in the Registers list.
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Note: For register type “gw_info” the <word_cnt> must be 5.

When register type is “gw_code_word”, the gateway’s “code word” will be exposed to Modbus. The

“code word” is read-only.

Note: For register type “gw_code_word”, the <word_cnt> should be 16 or less.

The <EUI64> in “gw_info” and “gw_code_word” register lines should identify the WirelessHart
Gateway.

Accepted values: 001B1EF981000002, 0000000000000000, FFFFFFFFFFFFFFFF.

3. Click Save to add the new register line in the Registers list.

Notes:

=  When mapping the Modbus registers on the WirelessHART data entities, you must consider
the size of the WirelessHART data entity and allocate a contiguous chunk of Modbus 16-bit
registers in the Modbus addressing space to hold the entire data entity (plus an additional
Modbus register to hold the auto-generated status, if applicable). When the chunk is bigger
than the size of the data entity, it will be filled with the actual data from the lowest addressed
register to the highest, and from the MSB of each register to the LSB. If the data entity does
not entirely fill the last register, the register will have the data on the MSB and the LSB will be
set to zero.

= |f the address range of a register line overlaps an existing register line in the same group, or if
it does not fit in the range 0-65535, it will be ignored

Loading a List of Registers

You can import the register map from a file that includes the input and holding registers lines with

their parameters which are expressed as comma separated values.

To load the list:
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1. In the “Manage registers list” section click on Browse to locate the text file that you wish to

load, and click Upload.

2. Click Activate, to load the new host list into Modbus. The current “modbus_gw.ini” file will be

overwritten.

Exporting the Registers:

This page also enables you to export the registers, by clicking Download in the “Manage registers list”

section.

7.7 Advanced Settings

Advanced Settings

Section ....eeeeenes | GLoBAL v |

Variable ............ [AN_ID v |

ValUe weveeeeerernens [00 oooo02 |
Set Cancel

Restart

Applications

NIO200 Hardware

Mesh WiFi & NTP Settings

Open NEXCOM NIQO200 admin website:

*The associated application must be restarted for the new settings to take effect.

| Restart

*After a restart the NIO200 Monitoring Control System becomes inoperable for a few minutes.

Restart

Click here |

7.6.2. Edit Configuration Variables

This page allows you to view/set less common configuration variables, which cannot be changed

using the classic MCS web interface.
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This page is for advanced users only — do not use unless you have been instructed exactly
IMPORTANT: by a NEXCOM representative on what values to change. Incorrect values may render the
router dysfunctional, or may cause difficulty to trace malfunctions.

1. The following form will open to the right of the operation list:
Section ......cceeeee. IGLOBAL v I
Variable ............. [An_ID v
Valtue wvvrerreneenn. [00 000002 |

Set Cancel

*The associated application must be restarted for the new settings to take effect.

2. In the form, select a Section in the drop-down list. The Variable list will change

accordingly.
3. Select a Variable in the drop-down list.

IMPORTANT: Do not change [GLOBAL].AN_ID under any circumstance.

4, Set/edit the Value field, then click Set.

5. To add a new variable, select Custom under Variable type. The Sections/variables form
will be empty.

Configuration wovevveverimsessnmsmnnrssnriennrs |S',.'5tem T |
Variable type voviviiirir e Standard ® Custom

Section .icciiiiiiiiiss e e | |
Wariable .o | |

alue oo | |

| Set | | Cancel |
“The
6. Type the desired information in the Section, Variable, and Value fields, then click Set.
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7.6.3. Restart

Applications Restart

NIO200 Hardware Restart

*After a restart the NIO200 Monitoring Control System becomes inoper

[
o
i
]
w
R
14
~ |
c
+
i
i

This section enables the user to restart the applications running on the NIO 200HAG Gateway.
The “Restart Applications” restart all applications, without rebooting the board.

The “Restart NIO200 Hardware” reboots the NIO 200HAG Gateway.

After restarting the applications or rebooting the NIO 200HAG Gateway, the Monitoring

Control System becomes inoperative for a few minutes.
NOTE:

After Stopping the applications, the Monitoring Control System becomes inoperative until
the next power cycle.

7.6.4. Access NEXCOM NIO200 admin website

Mesh WiFi & NTP Settings

Open NEXCOM NIO200 admin website: Click here
— — 1

This section allows the user to navigate to NEXCOM NIO200 admin website, where the NIO200

Network Configuration (WiFi settings, IP Addresses, NTP Server, etc) can be changed.
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8 System Status

The Statistics page displays statistical information regarding processor and memory usage, and

load average on the NIO 200HAG Gateway.

System Status

Status: Running
Memory: 2.34 MB (0.31%)

rocessor: 0.5 %

Status: Running
Memory: 4.88 MB (0.64%)
Processor: 0.0 %

Status: Running
Memory: 6.8 MB (0.90%)

‘
&

Status Running
Memory: 4.7 MB (0.62%)

Processor: 0.0 %

Status: Running
Memory: 5.75 MB (0.76%)
Processor: 0.0 %

System memory
Total: 757.34 MB
Used: 195.96 MB (25.88%
Free: 561.38 MB (74.12%)

Total: 20 MB

Used: 4,08 MB (20.39%)

Free: 15.92 MB (79.61%)
Load average

Load average (1',5',15"): 0.01 0.03 0.05 1/65 12526

¥ Auto refresh page (every 1 minute)

The System Status page displays statistical information regarding processor and memory usage, and

load average on the NIO200.

The first five sections indicate the status (“Running” or “Not Running”), memory usage and processor

usage for the Access Point, Gateway, Network Manager, MODBUS, and Monitor Host processes.
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The following two sections display system memory and flash memory availability information.

The Load average section indicates:

e The system’s load average over the past one, five and fifteen minutes respectively,

e The number of running processes out of the total number of processes,

e The ID of the last started process.

If you wish to regularly update the system status information, enable the Auto refresh page option at

the bottom of the page. The page will auto refresh at one-minute intervals.
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9 Administration

The administration section encompasses tools for the management of the WirelessHART based

system. It allows the users with proper rights to update system firmware and to manage device icons.

9.1 System Upgrade

The System Upgrade page enables you to upgrade the system components hosted on the

connected NIO 200HAG Gateway.

The Firmware form indicates the current system version on the NIO 200HAG Gateway.

To initiate the upgrade

Step Action

1. Click Browse to locate and open the upgrade package that you wish to use:

System Upgrade

Current Firmware version: 2.0.12_nexcom_whart
Firmware update file ...... | Choose File | No file chosen
Start
2. Click the Upload Firmware button to initiate the process.
3. Make sure the NIO200 has a reliable power source. When asked click OK
[ Message from webpage &r

I.-"'_"‘*-.I PLEASE MAKE SURE ¥OU HAVE A RELIABLE POWER SOURCE TO THE
S ACCESS POINT! OTHERWISE, THE UMIT MIGHT BE DAMAGED. Proceed

to upload?

OK ] [ Cancel
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4. When the upgrade is complete, the page indicates the result of the upgrade:

System has been upgraded successfully.

System rebooting. .-

Main Page

9.2 Custom Icons

This page enables you to assign custom icons for the devices in a network based on their role, with a view
to better distinguishing them.

When the page is loaded, the existing custom icons are displayed in a table, with the following information:

> Model — the device model
> Role —the device role

> Icon — shows the existing picture

The default icons are not listed.

To add an icon:

1. Click the Add Icon button. The Custom Icon form will open:

Add Custom Icon

Device Model (Role): [ WirelessHART Gateway (Gateway) v |
Icon File l:rogse:—'ne No file chosen ]
Maximum icon size: 32x32 pixels.
Maximum icon file size: 100 Kb,
¥ou have to upload only image files (ex: .jpg .png etc
Add Back

2. Select the Device Model (Role) from the drop-down list,

3. Click Browse to locate the icon you want to use. The maximum icon size must be 32x32 pixels

and the maximum file size must be 100 Kb. Supported formats are jpg, png, and gif,
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4. Click Add. A message will appear, indicating that the icon has been added successfully,

5. Click Back in the form or Custom Icons under Administration to return to the Icons list,
6. The newly added icon will be visible in the Icons list, the Topology page, and the Devices

page.

To delete an icon:

1. Inthe Icons list, click ¢ next to the icon entry,

2. You will be asked for confirmation. Click OK to delete the icon or Cancel to abort the action.

Note: When you delete an icon, it will be automatically replaced with the def ault icon for the selected

device model/role in the Topology and Devices pages.

9.3 Custom Settings

This page enables user to define whether the timestamps get shown using browser local time zone

or UTC; and enable/disable various high-side interfaces.

Custom Settings

DateTime format

e UTC LOCAL
Apply
Interfaces Configuration
Modbus ® Enabled
SSH & Enabled
Telnet e Enabled
Apply

Date Time Format devined the format to display timestamps: using the browser local time zone settings or

using UTC.

The Interfaces configuration allow enabling/disabling the high-side interfaces.
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9.4 Device Codes

This page features a list of all the WirelessHART devices that have been approved by HART

Communication Foundation (HCF). The devices are listed in a table with the following information:

e Code - the device code assigned by HCF,
e Model — the device model (name) as given by the vendor,

e Company — the device vendor.

Device Codes

Add Device Code

Code I | Model | Search |

Company [ |

772 NEWTHERMOX Ametek P 4
2561 TRI20 Brooks Instrument b4
3BXXVA Brooks Instrument b4
SOXXOVA Brooks Instrument P4
QUANTIM Brooks Instrument b4
Gas USM Daniel Industries b4
Liquid USM Daniel Industries ¥4
HT Delta Ceontrols =
FMUBED Endress & Hauser b4
FMUBE1 Endress & Hauser -

When a new device joins the Nivis WirelessHART network and reports a device code that is not part
of the list, the new device code will be automatically added to the list, having the Model and Company
fields populated with ,N/A’. You must change the model and company names manually. To learn how

to change these fields, see section Editing a Device Code.

You can sort or search for entries in the table by code, model and company.

To search for specific entries:
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1. Inthe search form located on top of the list, type the desired code, model, or company (or part

of the selected criterion) in the corresponding field. Note that you can use multiple search
criteria at the same time,

Click Search. The MCS will display all the entries that match your search criteria. If no entries

match your selected criteria, the system will display the message “No records! ”

9.4.1 Adding a Device Code

Add/Edit Device Code

Save ‘ Back

To add a device code:

Click the Add Device Code button located on top of the search form. The Add Device Code
form will open

2. Inthe form, fill in the edit fields with the desired information,

Click Save to add the device to the list, or Back to cancel the action and return to the Device
Codes page.

9.4.2 Editing a Device Code

Add/Edit Device Code

Company: Endress & Hauser

Save | Back

To edit a device code:
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1. Click on the code in the list. The Edit Device Code form will open

2. Inthe form, edit the desired information under Model and Company,

Note that you cannot change the device Code in this form. To change a device code, you can delete a

device code and add it again.

3. Click Save to save your changes, or Back to cancel the action and return to the Device Codes
page.

9.4.3 Deleting a Device Code

To delete a device code, click the icon & Jocated next to the corresponding entry in the table. The
system will require confirmation to perform the action. Click OK to delete the device code or Cancel to

abort the action.

Note: When you remove a device from the Device Codes list, the device will no longer be visible in

the MCS, even when it is joined.
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10 Session

10.1 Change Password

This page enables you to change your own password.

Change password

3,553 o) a] 1o (TR ——— ’oooooooooo l
NEew DaSSWOId «..cceeeseasssssssessasanannnes [eoeee |
Confirm new password .........ceeeeeeee. [eoeee I
[ Save ] [ Cancel ]
Step Action
1. In the form, type your current password in the Old Password field.
2. Type the new password in the New password field.
3. Retype the new password in the Confirm new password field, for verification.
NOTE: The passwords are case sensitive.
4, Click Save at the bottom of the page to save the new password, which will become your
current password.

Tip: To prevent unauthorized persons to gain access to your account, use a strong password in

order to make it difficult for others to determine it and do not disclose your password to anyone.

__________________________________________________________________________________________________________________|
NIO200 HAG User Guide Page 71 of 120


http://10.32.0.199/app/changepassword.html

Appendix

Advanced configuration about Wi-Fi features
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1. Login

To access the NIO200HAG device, you may open a browser to access the Web GUI via
default IP address 192.168.1.1. The login Web page requires login information as below:

NEXCOM NIO200-15

Authorization Required

Please enter your usemame and password

Usamame

& Logir @ Resat

Default login information is:
Login: root
Password: admin

After successful login, you will see the “Status” page of the device Web UI.

NEXCOM NIO200-15

Status

System

Memory

Saving Changes
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Saving & apply the configuration in WebUI after you do the changes at the bottom of WebUI.

Save & Apply | Save m

Unsaved Changes

“UNSAVED CHANGES?” provides the help to see the parameters which were not saved &
applied,

Click “Save & Apply” button to save the parameters.

Auto Refresh

NEXCOM NIO200-15

Toggle “AUTO REFRESH” button to turn on/off WebUI refresh function automatically

NEXCOM NIO200-15
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2. Status

To display more detailed status, you can click the “Status” under the page bar. This allows users to select
the item of Overview, Firewall, Routes, System Log, Kernel Log, Process, and Real-time Graphs from the

pull-down list like below screen:

NEXCOM NIO200-15

Status

2.1 Overview

To see NIO200 over all status, click “Overview” to displays the current system information and interface

connection status.

System

NEXCOM NIO200

Status

System

Hostname: Displays NIO200 host name

Model: Displays NIO200 HW basic information
Firmware Version: Displays NIO200 firmware version.
Kernel Version: Displays NIO200 Kernel version.
Local Time: Displays NIO200 current date and time.
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Uptime: Displays how long NIO200 has been operating since last boot-up.
Load Average: CPU average loading in recent time frame.

For example,

Load Average 094, 0.43, 0.24

CPU average loading:
94% in the past 1 minute.
43% in the past 5 minutes

24% in the past 15 minutes.

Memory

Memaory
Tolal Available 10876 kB { 135316 k3 (B0 %
Fres 2155 kB 126316 kKB [T3%1
Barffoned 2T KR 126316 kB (2%

Total Available: Displays the available memory in percentage.
Free: Displays free memory of NIO200.

Buffered: Displays buffer memory used in the system.

Network
Network
IPvd WAN Status £ Type: ane
ni 2 Address

Netmask: 2952552950
Gatewwy: 50,151 2592
ONS 1
ONS 2:1
ONS 210115
ONS4: 10
DNS 5: 10
Connected: 't

P AN Stat

Aztive Connechons 38716384 (0%)

IPv4 WAN Status: Displays current connecting IPv4 information.
IPv6 WAN Status: Displays current connecting IPv6 information.

Active Connections: Displays current active connections.
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DHCP Leases

DHCP Leases

Hosimamae: IPwd-Addrass MAC-Address Leasatims remaining
M0 3-Andresiang | 192 168.1.219 DB: Je: Se 67 64.03 10k 25m Os

F-dones han 1532 6eH.1, 215 Scodw o ocde 5 B T Ms
¥ 192 168.1.142 04:a1:al BT 6105 Th 22m 13s
MEXCOM-504 192 1681105 00 Ot 80 e B e 10 Jam s
RiverLbuntu 1492 168.1.118 B0: 1% 347 9-04:00 Eh §1m 48s

This displays information about hosts (Personal Computers or electronic devices) that are

connected to NIO200 including IPv4, MAC address and leasing time

DHCPvVG6 Leases

DHCPVE Leases

Hostname IPv6.Address Dup Leasatime remaining
Rrver-Uburtu fdfc 8¢ 3 19eb. 10V 128 QOO 76 e d0T 240650 habt 129580 29511645 6h S1m s
NEXCOM-SQA fdic Blic 3 15eb IV 128 Q0010001 121053070010 X 200508 10h 34m 175

MO JonasChen fdic . 68c 3 15%eb d25128 0010001 106 bi2fealass 100 dh 14m 55
NIFE800-5Q4A fdic 653 1%:b ed/ 12 0010001 1a 12565600 106 2dnSha Eh 13

This displays information about hosts (Personal Computers or electronic devices) that are

connected to NIO200 including IPv6, DUID and leasing time.

Wireless

Wireless

Genenc 802 11an Wireless Controller (radwoD) SSID: backbone
Mode: Mesh
Channel: 36 (5 180 Gz
Bitrate: 43 MDY
MAC: 00 10F
Encryption: NONE

Genenc 802 11an Wireless Controller (radio1) SSID: management-15
Mode: Master

Bitrate: ? Mbt's
MAC: 00 00:00:00:0000
Encryption: unknown

This displays Wireless information about NIO200 for radio 0&1.

SSID: Displays the name of the wireless network.
Mode: Displays the mode in this radio
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Channel: Displays current channel using.
Bitrate: Displays current wireless data rate.
BSSID: Displays MAC address of this radio

Encryption: Displays current encryption setting.

Associated Stations

Associated Stations

Network MAC-Address Host Signal / Noise RX Rate | TX Rate
45 0 Mbabs, MCS 2, 2002
M wan t F3 ( “
— ibi/s, MCS 3, 20MH
e ¥ t FI6E E6 A

2 Mbit's MC 400
§ wean . Rane . o - 215 Mbt/s, MCS 6. 40MH:z
6.5 Moit's, MCS 0, 20MF
g : ~ — : CS 0, 20MHz
o wix kban 4 } : thitls. MCS 1 40Nz
; 7 - Mbstis. MCS 5. 40MH
_ by pedlerbonn s - il Meit's, MCS 4. 400

Displays current associated device information (Personal Computers or electronic devices)

with NIO200HAG, including device’s MAC address, signal level, noise, connecting data rate.
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2.2 Firewall

Firewall setting is a particular function which allows user to connect or block two or more interfaces in

device with sophisticated and specifically defined parameters in this Web page.

I's highly recommended to keep this Firewall setup page as it is.
NEXCOM NIO200-15

Firewall Status

Firevall

Resel Countars Reslar Firewa

Table: Filter

Chain MWL [Palcy: ACLEFT, Pad

Fits Traflc Target

DYae Tratte Targat Spmyl n 1 Crreg R — —~ann

2.3 Routes
This section display information about routing list for current connecting device.
ARP
P d Al ifiress A cirecis nterlnog
192 168.1. 106 000l P3¢ £ B:63 br-lan
4. ¢ 0L r-lan
10 1 (LR R g &t
T a [ 44 by :
192 168.1. 142 S4-a1:ad-&7-6f-08 brean
& 5444 der e gt w-lan
152 168.1. 206 84 a81:a2 5760458 br-lan
F. 2 o Be 4-03 bl
10 1 ¥ (| akty

Displays APR table information of NIO200 including IPv4 address, MAC address and connecting

interface.

Active IPv4-Routes
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Active |Pvd-Routes

Metanrk Target ey Mesric Taiibe
Wal oo 1015 1.254 1] =18
W 1015 1.0524 0 T
lan 150 168, 1.0/ ] mar

Displays active WAN and LAN port’s IPv4 routing table.

Active IPv6-Routes

Active |PvE-Routes

Kt b Target Sourcs Mestric Tahle
an fcfe 680 3 10eb: hefidf 2abar 9715221 0 main
an i 68 3 10ek:1GL 1] main
wan o o bl
o ol

wan [ ir) o kel
if =il
wn v} [V local
ar Ol local
an L ha] 26 local
L # local
wan sl LG b al
n 00 ok el
an 0018 25 el

Displays active IPv6 routing table of WAN and LAN port.

IPv6 Neighbors
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P Meighbours

Pt Beddresa B Adedress Ingmfnce
Al 6B ¥ 15wk 0 104 F24 7 Byl o281 B0 19 e 30 OO F]
ks ;3 Vieh Orefait Jabha 181 4 18 Mo 0 (X an
ke £ 3 19mh 360 D00 Wl e c3 €3 an
# ot ot TRt i
foble 68 3 19wb 0615 356 B0 T S 0l Al o363 o
L . L - i
fbe e X 1 3uh 0046 10T ddfe A% Bo-2a T 1bode 54 "
wt 1 L

Bz E8e 3 15wl 0 Te dacbede Sl desa Dol Mlae: e353 lart
# n 125 o 111 3

il b FiSd il fcie Fran cd i e fe a5 r
e it 4 44k s
oy e 3 Vi 0l gk Bl el bith B! oL X n

Display connected device with IPv6 information.

2.4 System Log

The “System Log” Web page contains the events log in NIO200 system for trouble shooting

reference.

System Log

2.5 Kernel Log
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The “Kernel Log” displays the record of kernel activities. The administrator can monitor the system

status by checking this log.
NEXCOM NIO200

Kernel Log

2.6 Processes

This Webpage is designed for detailed trouble shooting/status monitoring by professional
personnel in the field. Any improper terminating or killing individual process tasks may cause

device malfunction. It's highly recommended to keep this Firewall setup page as it is.

Processes
This st gives an overies over cumently running system processes and their stahs
D Owner  Command CPU Memory  Hang Up Teaminate Kill
usage  usage
%) %)
...... o 1 Hang Up | Terminabe 2 K
o [kthraadd) l a 1ang L =] Tesminaie @K
L 0% ang Up mi] Tesminate @ K
= [kaorban ] 1 Hana 1 & T il D K
o sched a a ang Up =] Terminats 8K
¥ i I J Hang Up = | Terminale 8 K
o migratio o % ang Up =] T 2K
|ragras: ! ! ang Up = Terminabe 2 K

2.7 Real-time Graphic

This section provides utilities to monitor NIO200 system information including real-time load, real-

time Ethernet traffic, Real-time wireless signal and real-time associated device traffic.
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To monitor status in this section, please make sure WebUI “auto refresh” function must be “turn

”

on-.

AUTO REFRESH ON

Load

Lomd Trathe Voreless Connections

Realtime Load

O e wnSow 3 8o )

1 Minwte Load: 026 Aversge: 028 Peak: 041
5 Minwte Load: 029 Average: 029 Peakc 0V
15 Minwte Load: 026 Aversge: 025 Peak: 026

Display real-time CPU average loading percentage.

ie.

A Mimaite Load: D08 Avarnge: 008 Peal: 033

5 Minaite Load: 033 Bmenge: 033 Pesk: 030

15 Minute Load: 034 fvernge: 034 Peak: 036
1 minute 8% 8% 33%
5 minutes Minimum 33% Average 33% Peak 39%
15 minutes 34% 34% 36%

Traffic
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Realtime Traffic
b dar whl w0l w02 e wlanD  wland
) e wnaoe ) Mg v
Imbcund: 660 kistiy Awerage: 4 T kbils Poak: 041 kit
10D ki) 10 55 kilrs) RRLTTENY
Ousbonnd: 1 & kist/e L T Posk: 11580 kistin
0.5 k) 1.1 kBs) (8443 kEvs)

Display NIO200 real-time traffic loading of Ethernet, WLAN and internal bridge interfaces.

Inbound: Incoming data throughput of the observed interface.

Outbound: Outgoing data throughput of the observed interface.

Wireless
Realtime Wireless
i) witan i
{3 minuie window, 3 second mnieral}
Signal: -4 dBm (3MR 30 dBm) fwerage:  Gd dBm (SNR 28 dBm) Peak: 53 dBm (3MR 31 dBm)
Moiss: -3 dBm fwnrage: 54 dBm Peak: 54 dBm
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|
| m |l
y I_Il Ldll ﬂ J| |L|| ||||

13 msinule window. 3 second inbanal)

Phy Rate: 24 Mbil's Average: 23 Mbit's Peak: 60 Mbil's

Display Wireless real-time signal quality including signal level, noise and data rate.

wlan0: RadioO information.

wlanl: Radiol information.

Note:

There will be no radio information when the WLAN interface is disabled.
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Connections
This “Connections” displays NIO200 real-time active TCP/UDP/ICMP,... connection

information for trouble shooting reference.

Active Connections
[3 minute window, 3 secand imenal)
uDp: 42 ] Peak: 53
TR 6 & 6
Oher: 2 2 2
Network  Protocol Source Destination Transfer
Pve ICee IM03 Anckowiang 1 larc 0 IWF300 tan:0 602 29 KB (10279 Pkes. )
PV4 UNKNOWN CO0DDO al systems mcast net 0 92 DE KB (2946 Pkts )
Pva upP IM03 AndrewWang 1 lar 17500 192 1681 25517500 57 95 KB (345 Pkts )
1Pva TP IMD3-AndrewWang 1 lan 57367 40.112.115191.443 53.97 KB (573 Pkts )
Pv4 Tce IM03-AndrewWang 1 lan 62255 IWF300 lan 80 19.43 KB 217 Pkis )
Pva upeP 1D 151.25467 255,285 255 265.63 691 KB (21 Pkis )
Pva TP INO3-AndrewWWang 1 lan 57369 THn-1125 10100 net 5222 425 KB (55 Pkis )
Pve e IMO3-AndreaVang 1 lan 57366 91.190.218.53:12350 268 KB (43 Pkis. )
IPve uoe INO3-AndrewWWang 1 fan 68 255.256.255 26667 328008 (1 Pus )
Pva uee IWF300 lan 67 IMO3-AndreiVang 1 lan €5 328008 (1 Phis )
1PV uee IMO3-Andrewiang 1 lan 137 192 168 1 256137 234008 QPxs )
PV upe 10.151.133 61033 1011283 118.00 B (1 Pkts )
L) uoe 10 15,1135 43369 101128 18008 (1 Pks.)
IPV4 uee 10 15 1 138 52009 1011253 18008 (1 Pkts )

I
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3. System

To setup detail configuration about NIO200 system, click the “System” under the page bar, then
select the item of System, Administration, SNMP, Backup/Flash Firmware and Reboot from the pull-
down list like below screen.

3.1 System
General Settings

This section provide general settings of NIO200 including Time, Host name, Time zone
and NTP.

System

Here you can configure the basic aspects of your device ke ibs hostname or The lmezone

Systemn Properties

Local Tme  Tue Jan 5020438 209 G Sy with Biosssr

Hostame

Tmezone

Time Synchronization
Enabia NTF cliant
Proreid MTP sorver

HTP sarvar tandidabes 1 _

S v

Click “Sync with browser” let NIO200 sync time with your computer. And select country
from the pull-down list in the Timezone.

System Properties

General Settings Logging Language and Style

Local Time  Thu Nov 8 14:27:56 2[]18| [@ Sync with browseﬂ

Hostname NIC200

Timezone | Asia/Taipei b

To make NIO200 system get time synchronization with NTP server, user may enable the
NTP client and input the address of an NTP server to get the time updates.
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Time Synchronization

Enable NTP client »

Provide NTP server

®

NTF server ¢ andidates
fdl|

Logging
This section provides the setting of log configuration.

System Properties

General Settings Loggin

Language and Style

System log buffer size

@ kiB
External system log server
External system log server
port
Log output level Debug v
Cron Log Level Normal b

System log buffer size: The size of log information. Unit: Kbytes.

External system log server: The server address of external log server.

External system log server port: The port number of external log server.

Log output level: The output information of log, including Debug, Info, Notice, Warring,
Error, Critical, Alert, and Emergency.

Cron Log Level: The minimal level for cron messages to be logged to syslog.

Language and Style

This section provides setting of language and WebUI style. NIO200 only provides English
as default style.
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System Properties

General Settings Logging Language and Style
Language auto v
Design Bootstrap ¥

I ———
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3.2 Administration
Router Password

To change default password, enter new password and confirm new one.

Router Password

Changes the administrator password for accessing the device

T

FPassword

T

Confirmation

SSH Access

Secure Shell(SSH). Enable NIO200 to be accessed via SSH-based application. This
increase the security in configuration of NIO200 remotely.

SSH Access

Dropbear offers $5H network shell access and an integrated SCP server

Dropbear Instance

Delete
Interface lan B
2 unspecified
(@ Listen only on the given interface or, if unspecified, on all

Port 22
@ Specifies the listening port of this Dropbear instance

Password authentication ¥ @ Allow SSH password authentication

Allow root logins with  # @ Allow the root user to login with password
password

Interface: Select the interface.

Port: Enter the port number for the communication via SSH.

Password authentication: Enable/Disable SSH password authentication.

Allow root logins with password: Enable/Disable the root user to login with password.
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User may paste the public SSH-Keys (one per line) for additional SSH public-key
authentication.
S5H-Keys

Here you can paste public S5H-Keye [one par lime) for SSH publc ey authenlic-ation

3.3 Backup/Flash Firmware

To upgrade new firmware on device, user may choose “Backup/Flash Firmware” from “Systme” in
tool bar as below:

NEXCOM NIO200 Status 5 Network Logout

Flash operations

Actions Configuration
Backup / Flash

Firmware

Backup / Restore

Click "Generate archive" to download a tar archive of the current configuration files. To reset the firmware
to its initial state, click "Perform reset” (only possible with squashfs images).

Download backup: [@ Generate archive

Reset to defaults: @ Perform reset
Upgrade Firmware

To flash a new firmware image to NIO200, user may press the button of “Flash image” as below:

Flash new firmware image

Upload & sysupgrade-compalible imags hers 1o replace the running finmware Check "Keep satings” to retain the currant configuration (requires sn OpeniV

compatible fimware image)

Kesp sattings o

Image h:uu.s-)\b-s,mqlade I:wi Browse I @ Flash image

varad by LuCl (git-15 069 64601-4abbdcs) / OpentiVit RVFI00 v0 0 1NA
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Then select the correct firmware file from the file browser:

o« DATA(D:) » IWF300 » PW » w0.0.2EU

- HEERE =+ 0 @
* EE SWHH
|| openwrt-ar7 Lxx-generic-db120-kernel bin 2015/3/4 505

A &

|| openwrt-ar7 lxx-generic-db120-rootfs-squashfs.bin 2015/3/4
‘—‘ | __| openwrt-ar7 Lixx-generic-db120-squashfs-sysupgrade bin 2015/3/4 T 05...

wn

n
u

- 4 i | 3

EZEEE(N): openwrt-ar7loe-generic-db120-squ - [Fﬁ'ﬁﬁﬁ(*-*} Vl
| msze0 | | ®ma |

Then, WebUI displays the file checksum.

Flash Firmware - Verify

The flash image was uploaded. Below & the dhedksum and file size lisied, compare them with the eriginal file to ensure data integrity
Click "Propssd” balow 1o s1aim |a Nash procadune

NECKSE. Jaed 9149

Powered by LuCl {git-15.063 64601-4abEdee) | Opentirl IWF300 v.0.1HA

You can choose “Proceed” to start the upgrading.

Note: After you click “Proceed”, the DUT firmware will be upgraded with the file you selected, and
the upgrade progress will display like below:

System - Flashing...

The system is flashing now.
DO NOT POWER OFF THE DEVICE!
Wait a few minutes before you try to reconnect. It might be necessary to renew the address of your computer to reach the device again, depending on your seftings.

1,
Me Waiting for changes to be applied..

Note: The whole firmware image may take several minutes to complete the flash writing.
PLEASE DO NOT REBOOT OR POWER OFF THE DEVICE before the

whole progress.
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If the firmware upgraded is successful, the WebUI should switch to the Login page. User can also
confirm the firmware image is successfully upgraded via “Status” Web page.

Backup Configuration

To back up the configuration file, user may select the “Generate archive” button as below:

Flash operations

Configuration

Backup / Restore

Click “Generate archive” o download a tar archive of the current configuration files. To reset the fimware to is initlal state, cick "Perform resst’
squashfs images)

Dewndoad backup @ Generate archive

Resel to defaulis @ Parfarm reset

Tao restore configuration filas, you can upload a previously generated backup archive hare

Restare backup | S @ Upload archive
Then save it as a file in your PC.

To restore previous configuration, user need to browse the backup file and then press “Upload
archive...” button as belwo:

Flash operations

Configuration

Backup / Restore
Click "Generale archive” 1o downlioad a tar archive of the current configuration fles. To resed the Srmware 1o s initial state, dick Perfom ress”
squashis images)

Dowmload backup O Generale archive

Resel to defaults & Perform nesel

Ta restore configuration files. you can upload a previously generated badoup archive here

Rasiorg backup b:::kup.nw_im.mn.u!.l [Hrmm ][___... Upload archive J

Note: After restore the file, system will apply the changes and automatically reboot. Due to
configuration backup may cause IP address change, you have to enter new IP address accordingly.
Otherwise, the new web page may not be accessible.

Reset to default

To reset NIO200 to factory default configuration, user will need to press “Perform reset” button as
below.
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Reset to defaults: B Perform reset

Note: The whole process may take several minutes to complete.

PLEASE DO NOT REBOOT OR POWER OFF THE DEVICE before the whole process being
successfully done.

3.4 Reboot

Click the “Perform reboot” button will help to warm start the system. After system finish reboot
process, it will back to Login page.

NEXCOM NIO200 Status System MNetwork Logout

Reboot

Reboots the operating system of your device

[@ Perform reboot
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4 Network
4.1 Interfaces

Configuration of IP address

To set up a new IP address, please click “Network” from page bar, then select the “Interface”, and
then click “Edit”

NEXCOM NIO200

Intesfaces

Interfaces

Interface Overview

Network Status Actions

LAN Uptime: &h 2m 22¢
MAC Address: 00
RX 271 M8 (1
TX 4 14 MB (26
IPvd: 192 .
IPvé: FDB2 268C 761411860

! Connect > ] Stop Z Ect * Dalets

£

Edit IP address:

Interfaces - LAN

Jn this page you can configure the network nterfaces. You can bndge saveral interfaces by ticking the “badga inerfaces” field and anter the names of savera

etwork interfaces saparated by spaces. You can aiso usa VIAN notation INTERFACE .VLANNR (69 ' etha.1)

Common Configuration

Advanced Settngs Physcal Setbngs Firowall Sethngs
Status R Uptime: &h 14m 28
3 MAC - Address: ( F375.8574

323 M8 (37

Protoco
Pvd address

IPv4 netmask

When modifying the IP address, user needs to input the IP address, netmask, gateway,.. for this
device and then click “Save & Apply” to save this new IP address into flash and apply it immediately.
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Note: after apply new IP, it would take several minutes to switch to the Status page via the new IP
address. Please enter the new IP address on browser again if the browser does not switch to new
Web page after 5 minutes.

Interfaces overview

NEXCOM NIO200

Interfaces

Interface Overview

Metwork Siatus Actions
LAN Uptime: 4k 21m 23s — . 1
MAC-Address: 00:10:F379:65.74 & Connact @ Swp £ Edi n| Dalate

RX: 356 MEB (40678 Pkis.)

TX: S5 KB (34954 Plds. |

1P 152 168.1.1724

IPwE: FOB2 26BC TE14:- 1560
] Ado new misrfacs

Global network options

P LA Prafy

Beidipe Age Timeoul

Connect: Press this button to re-connect LAN interface to Ethernet network.
Stop: Shutdown this interface.
Edit: Modify WAN port setting or LAN port group settings

Delete: Delete this Interfaces from group

Note:

® Do not perform “Stop” LAN interface when this is the only available interface, otherwise, the
system will not be able to work.

® Under such condition, please press the button longer than 10 sec. to get system back to factory
default setting. User can go on the configuration with defult IP address “192.168.1.1".

WAN(LAN) Interface overview

On this page you can configure the network interfaces. You can bridge several interfaces by ticking
the "bridge interfaces" field and enter the names of several network interfaces separated by spaces.
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Interfaces - LAN

On $iis page you ¢an configure the network mertaces. You £an bnoge several

network imerfaces separaied by spaces. You can 3350 use VLAN notation INTER

Common Configuration

Advanced Setings Ptrysical Settings Firewal Settings
Status Uptime: 20 110 12m 20s
bedan MAC-Address: 00 52 AD 88
R 80.07 MB (
™ i s
Pvd: 1
Pv6: FDB2 265

<General Setup>

You can change your Protocol to link worldwide Internet.

DHCP client j

Static address

Unmanaged
REE
BEIE

PPPoE
PPPOATM
UMTS/GPRS/EV-DO

{L2TP

The default setting is DHCP client, send discover to find DHCP server.
Static address

Static IP (Manual):. Choose this option if you do not have a DHCP server in your network, or if you
wish to assign a static IP address to NIO200HAG

DHCP client

When Dynamic IP (DHCP) is selected, the DHCP client to be functional once this selection is made
Unmanaged

This Interface have no configuration interface or options.

PPP

For old serial modem, provided point to point link for NIO200HAG

PPPoE

For cable modem or ADSL user, link NIO200HAG to your Internet provider.
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<Advanced Settings>

This is used for advanced settings and configure, strongly recommend user do not make change to
this web page.

Bring up on boot (&
Use builtin IPv6-management &
Use broadcast flag [ | @ Required for certain ISPs, e.g. Charter with DOCSIS 3
Use default gateway & @ If unchecked, no default route is configured

Use DNS servers adveriised & @ If unchecked, the advertised DNS server addresses are ignored
by peer

Use gateway metric

Client 1D to send when
requesting DHCP

Vendor Class to send when
requesting DHCP

Override MAC address

Override MTU

<Physical Settings>
etup Advanced Settings Physical Settings Firewall Settings
Bridge interfaces [ | (@ creates a bridge over specified interface(s)

Interface ) ** Ethernet Switch: "eth0"

8 = VLAN Interface: "eth0.1" (lan)

= 3 VLAN Interface: "eth0.2" (wan)

O &= Ethemnet Adapter: "eth1” (lan)

@) 2 VLAN Interface: "eth1.1"

@ & Wireless Network: Master "IWF300_11N_2G_PM" (lan)
) ¥ wireless Network: Mesh "IWF300_11A_5G_PM" (lan)
L) = Custom Interface:
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General Setup Advanced Settings Physical Settings Firewall Settings

Bridge interfaces | g creates a bridge over specified interface(s)

Enable STP @ Enables the Spanning Tree Protocol on this bridge
Interface | e Ethernet Switch: "eth0"
L 4 VLAN Interface: "eth0.1" (lan)
L g VLAN Interface: "eth0.2" (wan)

@ ] Ethernet Adapter: "eth1" (lan)

L #*VLAN Interface: "eth1.1"

# @ Wireless Network: Master "IWF300_11N_2G_PM" (lan)
W gy Wireless Network: Mesh "IWF300_11A_5G_PM" (lan)

L " Custom Interface:

Bridge interfaces

You can bridge an interfaces group for your WAN or LAN interface. Normally, only LAN interface
need to enable bridge interfaces. After enable bridge interfaces, select interfaces to bridge.

Interface

Select interfaces for your bridge group. Select both the Ethernet adapter ( most likely eth0.1’ eth1)
and the wireless network.

DHCP Server

<General Setup>

DHCP Server
General Setup Advanced Settings IPv6 Settings
Ignore interface (| (@ Disable DHCP for this interface.
Start 100
@ Lowest leased address as offset from the network address.
Limit 150
@ Maximum number of leased addresses.
Leasetime 12h

& Expiry time of leased addresses, minimum is 2 minutes { 2m ).
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Ignore Interface: Select this option to disable your DHCP server, you will need static IP or another
DHCP server for your network interfaces. Default is “enable DHCP”

<Advanced Settings>
DHCP Server

Oynamic OHCP 8 & Dynamically aliocate DHCP aadresses for clients. If disabled. oody clients having static leases wil be served
Force @ Force DHCP on this network even § anolher sorver i3 dolecied

Pya-Netmash

© Ovenide the natmask sent 1o chents. Nommalkly It 15 calculated trom the subnet that is served
DHCP Options

W Defing acdtional DHCP options, for exampie *6,192.168.2.1,152,163.2.2 " which advertises dflarent DNS servers 1o

chonts

Dynamic DHCP: Dynamically allocate DHCP addresses for clients. If disabled, only clients having
static leases will be served.

Force: Force DHCP on this network even if another server is detected.
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4.2 Wi-Fi

Wireless Overview

Wireless Overview

Generic MACE0211 802.11an (radioD)

y 4 Scan Add
- Channel: 35 (5180 Grz) | Bitrate:
SSID: Dackbons | Mode: Mesh | MAC: 00110 F3 62 3887 ® Dsste 2 ¢ B Parre
B SI0: 00,00 00.00:00 00 | Encryption: Nane o & E reibis)
SSID: Test | Mode: Mesh | MAC: 00:10F 38.87 O 2 1
a enage £ tok ®] Remove
B8SSID: 0000000 00 | Encryption: None e s ~
9 Genenc MACE0211 802.11an (radio1) & Scan 2 AK
Enatie 4 Eoe %] Remowve
SSio MAC Address 1Pvd-Address Signal Noise RX Rate TX Rate
4 backbore 0OIOFISEESAD ? £3dBm W208m 433 Mo, MCS 10, 20MHz 722 Mbitls, MCS 7. 2008z

To set up the Wireless configuration, please select “Network” in the tab , then select “Wi-Fi”, which
would show you the current radio interfaces status.

Wireless Overview includes channel’ SSID’ MAC address and security setting information.

Scan: Scan can explore how many AP signals can be detected. This is a good way to get the idea
about how noisy the installation site is. User can choose a channel which is less interference with
other APs.

Join Network: Wireless Scan

-«

NEXCOM_2.4G
* Channel: 1] Mode: Master | BSSID: 00 10 F3:32 7C 6F | Enceryption: WPAZ - 502 1X

0204
" Channel: 1| Mode: Masior | BSSID: 84 OO £2 68 4D B2 | Encryption: WPAZ - PSK

168
* Channel: 1| Mode: Master | BSSID: B4 B3 62 C2AD 70 | Encryption: WPAZ - PSK

NEXCOM_2.4G
* Channel: 1| Mode: Master | BSSID: 00 10F73.3276 7F | Encryption: WPA2 . &02 1X

Add: Add new virtual AP in the same radio interface. You will see new interface after click “add”

I ———
NIO200 HAG User Guide Page 101 of 120



Generic MACE0211 802 11abgn (radiad) Sean Akl
= Channel: 7 {2 442 GHz) | Bitrate: 7 Mbil's

dl  SSID: IWFI00_11N_2G_Ph | Mode: Masler Dicablo Edik Ramows
e BSSI0: 0010 F3 30 G4 22 | Encryptione WPA PSE (THKIP, CCMPY) ) :

SSID: Operniit | Mosda: Maste =
ol Edl s
% BSSID: 021073 306422 | Encryplion: Mone B e

Disable: Disable the radio interface
Edit: Configure the radio interface

Remove: Remove radio interface. Please note that disable radio first when you don’t want to use the
radio interface.

Associated Stations

Associated stations show wireless client connection information. It includes the SSID
wireless client connect’ wireless client MAC/ IP address’ RSSI signal strength and Tx/Rx rate.

Associated Stations

S50 MAC-Address IPv4-Address Signal Hoise RX Rate TH Rate

MWFI00_11M_2G PM SC2ATDIBACAD  192.166.1.215 53 dBm 53 dBar 15620 Moit's, MCS 12, 40MHZ 104.0 Mbit's, MCE 13, 20MHEZ

Wireless configuration

Please select “network” -> “Wi-Fi” and click Edit to configure Radio0 or Radio1.

NEXCOM NIO200-11

Wireless Overview

%  Generic MACB0211 802.11an (radio0)

= Channel: 35 (5 180 GHz) | Bitrate: ? Mows et
SSID: bac Mode: Mesh | MAC: 00 1 _ .
n @ Disadke u] Remove
BSSID Encryptior

SSID: Test | Mode: Mesh | MAC: 0010 F3 679w
BSSID: OO0 ) ¥ | Encrypltion: None

Generic MACB0211 802.11an (radiot) 8§ Scan
: Mesh

The Device Configuration section covers physical settings of the radio hardware such as
channel, transmit power...etc.

SSID: MES
MAC: 0000 (
Encryption; uriknowr
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Device Configuration

General Setup Advanced Settings

Status 4. Mode: Master | SSID: IWF300_11N_2G_PM
a12% BSSID: 00:10:F3:30:8A:22 | Encryption: WPA PSK (TKIP, CCMP)
Channel: 7 (2.442 GHz) | Tx-Power: 20 dBm
Signal: -53 dBm | Noise: -93 dBm
Bitrate: 300.0 Mbit/s | Country:US

Wireless network is enabled Disable
Mode Channel Width
Operating frequency N [z]| | auto [=] | 40 MHZ(AP or Client mode)
Transmit Power 20 dBm (100 mW) B

<General setup>
Wireless network is enabled: Enable or disable the radio interface
Operating frequency: Select radio frequency and channel bandwidth for signal transmission.

For channel bandwidth, please note you need to confirm AP/ client mode or mesh mode and
which channel you will use

Width

40 MHz(AP or Client mode) H
8 20 MHz(AP or Client mode) 5

40 MHz(AP or Client mode)
40 plus MHz(Mesh mode,2 4G(ch <= 6),5G(ch=36,40,44,149)
40 minus MHz(Mesh mode, 2 4G(ch == 7) 5G(ch=48 153,157 161,165)

Transmit Power: Control the transmit power of a radio by selection of Transmission Power.

<Advanced settings>

Wireless Network: Mesh "backbone" (wian0)

The Device Configuration section covers physcal 3etings of 1he racks Bandware such 2s channel. Yanmit power of Smenna sekecton which are shared among al
Cofingd WIsless Nelaomsa (f th MO0 NEFTWENs i Muth-SS0 capadie) Pl fetwdny SIENGSE B0 eNdryoton o SOMENON MOJE A% JIOLPad I the Inesce
Cantgraonr
Device Configuration
NOME S
orartry Comm
© Use ISONEC 396G aiphal country codes

Dsance Opomcason

U OSiance 10 Armess nadwork Memter In medsrs

Feagmectaton Threshok
ATSCTS Threshod

Tranman i Flmcei st Artenry TR TR
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Distance Optimization: Specify the ACK timeout by entering the value manually. ACK timeout
can be entered by defining the link distance. Too short value of the ACK timeout may cause
transmission time out and no packet can be received. Too long value may cause low
throughput rate.

Fragmentation Threshold: Default=off. Specify the Fragmentation threshold by entering the
value manually [300-2346 bytes]. This is the maximum size for a packet before data is
fragmented into multiple packets. Setting the Fragmentation threshold too low may result in
poor network performance. Only minor modifications of this value are recommended

RTS/CTS Threshold: Default=off. RTS/CTS (Request to Send / Clear to Send) is the optional
mechanism used by the 802.11 wireless networking protocol to reduce frame collisions
introduced by the hidden node problem. RTS/CTS is an additional method to

implement virtual carrier sensing in Carrier sense multiple access with collision

avoidance (CSMA/CA). Specify the RTS threshold by entering the value manually [0-2346
bytes]. Typically, sending RTS/CTS frames does not occur unless the packet size exceeds
this threshold.

This Interface Configuration section covers SSID’ operation mode and encryption.

NEXCOM NIO200-11

Interface Configuration

<General setup>

ESSID: Edit the SSID or Mesh ID.
Mode: Select operation mode

® AP
® Client Router
® 802.11s ( Mesh mode)

<Wireless Security>
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NEXCOM NIO200-15

Interface Configuration

Y= v S s Ay

Encryption: To setup the Security on Radio, please select one of the Encryption:

B No Encryption

B WEP Open System: WEP provides a basic level of security, preventing unauthorized
access to the network. WEP uses static shared keys that are manually distributed to all
clients that want to use the network

B WEP Shared Key: WEP provides a basic level of security, preventing unauthorized access

to the network, and encrypting data transmitted between wireless clients and an access

point. WEP uses static shared keys that are manually distributed to all clients that want to

use the network

WPA-PSK: Clients using WPA for authentication

WPA2-PSK: Clients using WPAZ2 for authentication

WPA-PSK/WPA2-PSK Mixed Mode: Clients using WPA or WPA2 for authentication

Interface Configuration

General Setup Wireless Security
WPA-PSK/WPA2-PSK Mixed V]
Key | 12345673 2

Cipher : To select cipher, recommend to select TKIP and CCMP(AES)

B Force CCMP(AES)
] Force TKIP
B Force TKIP and CCMP(AES)
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Encryption WPA-PSKIWPA2-PSK Mixed I\B
Cipher Force TKIP and CCMP (AES) B

Key | 12345678 f=

The cycle icon will display the characters you just input.

<MAC filter>

Interface Configuration

General Setup Wireless Security MAC-Filter

MAC-Address Filter Allow listed only
“|disable
Allow listed only
MAC-List Allow all except listed

4

Select MAC Filtering. Specifies the MAC address to block or allow traffic from.
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Mesh Advanced

Mesh Advanced setting contains the important information about real Mesh connection path and
Neighbor node signal strength and blocking status. This is an advanced mechanism to keep Mesh
network in stable and optimized condition.

Mesh Advanced Settings

Blocle R 251 threshald
i@ D Disable, -50 - S0{dBm). Enter RSS| thisshold 1o sel blocking tibenia of existing meah points
Binck/Heapen Sermibivity Highi2 sacs Modium(S secs] ™ Low{10 sacs
i {MALC a i
i@ Add whilelist by MAC address (axc DA BB:11:72:33) The data of mesh point will always be farsarded aven though the Wi
Fi Signal lower shan Block RSS1 threshold
Bilai klsh { ML 3 j

D Add Blackdist by MAC addeess (e O0-ALBE:11:22:33) The data of mesh poird will naver ba forwardad by the blackist

Mesh Neighbor Table

MAC Address ilace Inactive time Signal S1ate Type

10:F3EE BG4S wiand) 4 ms -52 dBmn BLOCKED Ao bloch

® Block RSSI threshold: This is used to set the threshold of blocking current associated Mesh
points.
® 0: Disable
B |nput value between -60 ~ -90 (dBm)

® Block/Reopen Sensitivity: This is a criteria for choosing the sensitivity level in Mesh path

availability.

®  High:

- After continuous 2 seconds with signal level higher than Block threshold, the blocked Mesh
link can be available again.

- After continuous 2 seconds with signal level lower than Block threshold, the active Mesh
link will be blocked.

B Medium:

- After continuous 5 seconds with signal level higher than Block threshold, the blocked Mesh
link can be available again.

- After continuous 5 seconds with signal level lower than Block threshold, the active Mesh
link will be blocked.

m  Low:

- After continuous 10 seconds with signal level higher than Block threshold, the blocked
Mesh link can be available again.

- After continuous 10 seconds with signal level lower than Block threshold, the active Mesh
link will be blocked.

® Whitelist (MAC addr):
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The Mesh device in Whitelist will be regarded available connecting path for data forwarding no
matter the RSSI value is high or low.

® Blacklist (MAC addr):

The Mesh device in Blacklist will NOT be used for data forwarding no matter the RSSI value is
high or low.

® Mesh Neighbor Table
Mesh Neighbor Table

MALC Address iface Inactive time Signal Srane Type
O 1FI6E EGA2 wiar B8 me -Tth dBm BLOCKED A blioek
FFLRE ERBR wdar JES s 81 dBm BLOCKEL Auios bloek
00 10:F3.6E E6:AD wlarl B ms r'% dBm BLOCKED Auo bk
R& 1 Fme .FmE AR ESTAR Mar
il 2EE wilan T % dBn BLOCKE = Lo
E 0 dBr A BL KE = .
00-10:F162 388 adanl I3 m dBm STAE Marm
F360-48 B4 0 2m dBm BLOCKED bl

® [face: display the Mesh interface used in the Wi-Fi radio

® |Inactive time: the elapsed time since last forward data by the according Mesh path.
B Shorter inactive time implies more frequently used in data forwarding by Mesh network.
B Too long inactive time means the Mesh path is almost un-used.

® Signal: display the dynamic RSSI signal strength when refresh

® State: display the current status is ESTAB ( established ) or BLOCKED ( blocked ). When
BLOCKED, implies the signal strength is too low to use in data forwarding.

2sh Path Table

Die=st addir Hext hop iface

001 238 0010 Fd wia
010 L

1010 E Y 6E EG 101 v b an

® Dest addr/Next hop:

When Dest (Destination) MAC address and Next hop MAC address is the same, the destination
is available to connect directly from source Mesh node.

When the two MAC address is different, the data forwarding to Destination MAC address should
be routed via Next hop path.

® |[face: display the Mesh interface used in the Wi-Fi radio
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4.3 DHCP and DNS

A combined DHCP-Server and DNS-Forwarder for NAT firewall is provided in NIO200HAG.

Click the “Network” -> “DHCP and DNS” in the GUI menu. The “DHCP and DNS” page will appear.
There are four categories of settings or lease status: “Active DHCP Leases”, “Active DHCPv6
Leases”, “Static Leases”, and “Server Settings”.

NEXCOM NIO200-14

DHCP and DNS

Dnsmasq s a combmed DHCP-Sarver and DNS-Forwarder f

DHCP and DNS
Server Settings

Doma =y - v @ Don't for
! v U T t I

Local server
& Local doma 3 Na matching thes domain ar ! 1 Ived from DHCP or hosts fles
only

Lo
© Local domain suffix appended to DHCP names and hosis Sle entnes

Log quenes D Write recelved DNS requests 10 sysiog

NS foewarding ]

T TN ORI Y S

Scroll to the following screen in the “DHCP and DNS” window.

Active DHCP Leases

Hostnams IPyd-Address MAC Address Leasstima remaining

Active DHCPvG Leases

Hostmame IPvé-Address oD Leasetime remaining
This screen displays the lease information to which DHCP server assigns automatically, including

Hostname, IP address, MAC address(or DUID), and Remaining Lease-time (DUID stands for the
DHCP Unique Identifier). Please look at the frame in red above.

NIO200 HAG User Guide Page 109 of 120



The next category that users can scroll to is “Static Leases” as follows.

Static leases are used to assign fixed IP addresses and symbolic hostnames to DHCP clients by
calculating MAC-Address. They are also required for non-dynamic interface configurations where
only hosts with a corresponding lease are served.

Static Leases

™ tNamas 1 L3 are a o | 72 m mieet, a
ia AKe ertdes the 1 Ad it be & S the H &
1 ame | r
Hostname MAC-Address Pvd-Address P 6. Suffix (hex)
Add Q

Add: Add a new lease entry.

After clicking “Add” button, a new entry with 4 blank input boxes will appear. Allow users to fill in the
information such as The MAC-Address (identifies the host), the IPv4-Address (specifies the fixed
address to use) and the Hostname (is assigned as symbolic name to the requesting host).

Static Leases

Stabc keasas ara used to assogn fosd 1P addresses and symbolic hostnamas fo DHCP ciants. They are also requirad for non-dymamic mafaca configurations
whre only hgsis with & cormasponading Eass ana saraed

[NET:S T Buticn 10 add A e lease eniry. The MAC-Addveas indantifias the host, the [Pl Address specilios 1o the Tinsd address o use and e Hoasname S
Al @ dymbaiic nam o B equesting hos

Heklrame MAC-Address Pyd-Addrass wE-Sulfix [hax)

Add
| Al

Delete: delete the followed entry.

Scroll to the screen identified as “Server Settings” category.

There are 4 tabs to select more options for DHCP and DNS services in the NIO200HAG.
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General Settings

Server Settings

31 Satling Rasoly e Hosls Fies TFTP Semngs Advancad Semngs

Domain required < @ Don't forward DNS-Requests withou! DNS-Name
Authontative < ) This is tha anty DHCP in the ocal netwaork
Local sarver
© Local domain specificaton Namas matching this doman ame never forwarded and ans resoived from DHCP or hosts Nies

ony

Locsl doman

@ Local domain sufix appended 10 DHCP names and hosts Mle entnes

Log guanes @ Wrile reconod DNS roguests to syslog

DNS forwardngs al

© List of DNS servers % forward rogquests to
Rebind protacion & @ Descard upsiream RFC1918 responses
Alow locahost v & Alow upsiroam responses in the 127 00 V8 mnge. o g for REL services

Domain whvtelst |

© ULst ol domains 1o alow RFC1814 responses for

Domain required: default value is checked.

Authoritative: default value is checked.

Resolve and Hosts Files

Server Setlings

Germial 2ellngs Aesoly aid Hosl e TFTP Salngs Advancad Satlings

Use fezciathecs  ® @ Read revesechers b0 conhigura the DHCR-Sarver

Leasedia Imp/dhi
i@ Bla whara givan DHCP-learsas will ba stomad

lgfare resoboe Ble

Resoive e Imps

@ local DNS file

Knorg Sereihost

Agditional Hosts lies 4
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TFTP Settings

IWF300

Server Saetlings

o Sellings Resobs @ fosts F

Advancsd Sellings

Enable TFTP server

By default, TFTP server is not enabled.
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4.4 Advanced Settings

NEXCOM NIO200-14

erver Settings

sereral Settings Resol and Hosts Files FTP Seltings
Fitee prvate @ @ Do not forwand reverse lookups Sor local networks
Fiber useless 9 Do not forward requests that cannct be anseered by public name secvers
Lotalse quenes ¥ O Locslse hastname cepanding oo e requestng subnst if multpss 1P5 are availabie

Expand hosts ¥ 9 Add local domain suffix 0 names served kom hosts fSles

Y

NO negative © Do not cache negatve repies. e g for not axsting domans

Addacnal servers fre

@ Thes file may contam nes like "servervidomanyt 2.3 4" or ‘server~1 2 3 &' fordomain-speciic or full upstream DNS sefvers

Strict erder £ DNS servers will be quesied in the order of the resalvdile

Bogus NX Domain Overnde |

@ List of hosts that supply bogus NX doman resuts

DNS server port

© Listening port for inbound DNS guenes

DS ques

© Foed sowrce port for outbound DNS guenes

Max DHCP loases

© Mxoomum allowed number of actve DHCP leases

Max. EDNSO packet scce

© Maxmum allowed size of EDNS 0 UDP packels

[itx. conturrent guenes

© Moomum allowed number of concurrent DNS quenes

Active DHCP Leases

Hostname IPv4-Address MAC-Address Leasetime remaining

Max. DHCP Leases: default value is unlimited.

Max. concurrent queries: default value is 150
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4.5 Hostnhames

Clicking the “Network” -> “Hostnames” in the GUI menu will appear the “Hostnames”
page.

NEXCOM NIO200-14

Hostnames

Host enfries

Hostnames
Hostname

S o

For those device does not have hostname or does not resolve automatically, users
manually assign hostname-IP pair to specific devices.

Add: create a host entry (hostname-IP pair) for a specific device.

(For example, Hostname => “Test-Device”; IP address => “192.168.1.251")

Hostnames
Haost entnes

Hostname P address

| Add

Delete: delete the followed host entry.
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4.6 Static Routes

Clicking “Network” -> “Static Routes” in the GUI menu will appear the “Routes” page for two
categories: “Static IPv4 Routes” and “Static IPv6 Routes”.

Static routes specify interface and gateway which certain host or network can be reached over. Such
pair (interface and gateway) is called route.

NEXCOM NIO200-14

Routes

Routes specify over which merface and gateway a certan ho

Static |IPv4 Routes

Interfoce Target Statc Routes Pvd-Gateway Matric MTU
Hoest-|P or Network
I
Static IPv6 Routes
Interface Target 26-Gatewsy Metric MIU
Pvi-Addr Neba CIDR

For IPv4 network, scroll down to “Static IPv4 Routes” screen as follows.

Static IPvd Routes
Imterface Targsl Frod-Nabmask Pryd-Gateway Metric MTU

Hosl-]F or Metwork Tlarged s a netevork

Add: add an entry for route to an IPv4 network or host.

For example: Target network=192.168.10.0; Netmask=255.255.255.0; NIO200HAG WAN
IP=192.168.0.1;

The route to be assigned will be “wan” for interface and “192.168.0.253” for gateway.

Leave “Metric” and “MTU"” field to have default values as 0 and 1500 respectively.
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Routes

Fouies spec Py over which inlestace and galeway o cerfain host or nehecrk can be reached

Static IPw4 Routes

Interface  Target Frd-Hatmask sd-OatEnay Metric MTU

HOSI-F o Metwolk IRl & A P

(0 G =

Delete: delete a followed route entry.

For IPv6 network, scroll down to “Static IPv6 Routes” screen as follows.

Static IPvE Routes

nisriace Targst FoteGalaway Melric BITU

Pvii-fddress or Noteork (CI0R

Add: add an entry for route to an IPv6 network or host.

Clicking “Add” button has an entry as follows.
Static IPvE Routes

Iintaiface  Targel Pt -Galuoway Maliic MTU

|Pyii-Adddrass. of Matwork
(CIDR)

m] ) | ) nss
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4.7 Diagnostics
Click “Network” -> “Diagnostics” in the GUI menu, and navigate to “Diagnostics” web page.

NEXCOM NIO200-14  swtus = Syster

Diagnostics

Network Ultilities

Neln
Nso/

& Ping B Tracer

Install iputis

In this page, there are 3 utilities for users to diagnose interface settings and network paths: Ping,
Traceroute, and Nslookup.

Diagnostics

Metwork Utilities

8 Ping

Install iputits-tracerouted for IPVE racenoute

Ping: test the reachability of a host on an Internet Protocol (IP) network and measure the round-trip
time for messages sent from the originating host to a destination host and back. The only required
parameter is the name or IP address of the destination host.

Traceroute: track the route packets taken from an IP network on their way to a given destination
host. The only required parameter is the name or IP address of the destination host.

Nslookup: query the Domain Name System (DNS) to obtain domain name or |P_address mapping.
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4.8 Firewall

Click “Network” -> “Firewall” in the GUI menu, and navigate to page configuring firewall attributes in
the NIO200HAG.

NEXCOM NIO200-14

Firewall - Zone Setting

The Srewall creates zones aver your network mterfaces to control network traffic flow

General Settings

SJtput

General Settings

Clicking “General Settings” tab on the top of screen will show the “Zone Settings” configuration
including “General Settings” and “Zones” categories.

In the “General Settings” category, there are 5 basic options for traffic control over interfaces:

"Enable SYN-flood protection” (default: enabled), “Drop invalid packets” (default: disabled), “Input”
(default: accept”), “Output” (default: accept), and “Forward” (default: reject)

In the “Zones” category, users create or edit zones over your network interfaces to control network

traffic flow.
W b
Zones
Tane =+ Farwaidings I ol Cutput Farrwird Magisersding MES elasnping
lar ol N WA ¥ L] w x| [ ¥
wanc - + + i Edi ®] [

There 3 control buttons as follows for “Zones” settings:
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Edit: edit the followed flow entry.
Delete: delete the followed flow entry.

Add: create a new entry for traffic flow among zones over interfaces.

Port Forwards

Clicking the “Port Forwards” tab on the top of screen will show the tables for port forwarding. Adding
or editing specific forwarding table allows remote computers on the Internet to connect to a specific
computer or service within the private LAN.

Tiaile Puk ghears Rk
Firewall - Port Forwards
Porl forwarding allows mmoie compuiers on the intemel 1o connect io a speofic compuier of senece wilfen the prvate LAMN
Port Forwards
Mama Match Fareard 1o Erubis Sor

Htin Ol Exlainia Exbernad et taiia iheend (P addiass el g

In the “New port forward” category, there is only one button for flow editing:

Add: create a new flow entry for port forwarding among zones.

Traffic Rules

Clicking the “Traffic Rules” tab on the top of screen will appear the policy tables of 2 categories:
“Traffic Rules” and “Source NAT”.

Ganeral Seftings Port Forwards f 1shom Rules

Firewall - Traffic Rules

Traffic rules define policies for packets traveling between different zones, for example to reject frafic betwsen cerlain hosts or fo open WAN ports on Ehe routier
Traffic Rules
MM Manch Acticn Ennble  Sort
Allra- wd-LiDF Accapt gl # & 3 4] Edil ] Dalata
DHCP v r Yo"
Renew 1 1
ko Pt ICLT - o » A Edit | ) Delete
Ping From
Toa "
s & P ACER # * ¥ #] Edit %] Delele
OHCPYE f rarge B Wil BOUTCE P
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In the “Traffic Rules” category, the flow entries of traffic rule define policies for packets traveling
between different zones (for example, to reject traffic between certain hosts or to open WAN ports on
the router).

In “Source NAT” category, specific flow entries of masquerading that allow fine grained control over
the source IP used for outgoing traffic(For example, to map multiple WAN addresses to internal
subnets) can be added or edited.

Soaros AT 155 specihe Toem al masquersdng whech alkws e orained Comins over s Sounos P s o oulgeang rathe, Tor axssgds D ma) mufgle WAN

ety 15 InlernEl Subnes

Hams Maich Hfiction Enable Sort

Hew source NAT,

Hame SOUNCe 200 Desimabcn 2one To soaecs 1P T SOUNCE porl

Add and edit: create a new entry with default values, and edit at once if required.

Please remember clicking “Save & Apply” button to activate the new settings.

soct o | e | s |

Custom Rules

Custom rules allow you to execute arbitrary iptables commands which are not otherwise covered by
the firewall framework. The commands are executed after each firewall re-start, right after the default
rule-set has been loaded.

Ganeral Satings Port Foraards Traffic Fules

Firewall - Custom Rules

Custom rubes allow you o execule arbeilary plables commands which are nol othersise covered by the hrewal ramework. The commands ane axecubed afler aack
firewal restart nght after the defaull nulsset has bean loaded
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